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Response to prebid queries for Tender GEM/2026/B/7140364

Query

ne monetization
. Metering and chargeback using

Please elaborate the requirement of AP| monetization. T
normally has 3 parts - Ap| productization
existing Billing Platform

APIs on proposed solution
existing 1500 APIs, If yes, please confirm the how
meny new APIs are expected to be build every year.

P

lease clarify if NIA is also looking to build new
apart from migrating

!

Please confirm if Hybrid deployment strategy can be allowed - the
Management plane being hosted on vendor managed public cloud and
execution plane (APl gateway & ESB) being completed hosted on NIA's
onPrem private cloud. This architecture also makes sure that the
transactional /Pl data is always processed locally within NIAs premises.

Our understaning is the proposed solution needs to integrate with NIA's
lexisting IDP platform for Oauth 2.0 requirements. Please confirm which
'Oauth tool NIA is currently using.

Please confirm if 1500 are APl endpoints or these 1500 are actual APls
with multiple endpoints.

NIA has defined a APl complexity(High, medium, simple) metrics of page
16. Considering this, please confirm how many APIs out 1500 will fall
under the Simple, medium and high complexity (e.g. 20% High, 30%
medum and 50% simple). This would help doing appropriate migration
sizing.

A

NIACL Response

Requirements, when given, shall be in line with

industry standard process followed by public sector
BFSI domain.

Yes, new APls are likely to be built and added. There
is no estimate on the number, The fact that there
are 1500 APIs built over many years can serve as a
guideline. Requirements will be shared on need
basis. Vendors are expected to migrate existing APls
and then reduce our redundant requirement of
creating fresh APIs every time a similar integration is
planned with a new partner/vendor/project. The
same existing APl is expected to be extended to
different partners with a custom endpoint name
through role based access control

The vendor can propose both the apoproaches during
technical presentations with apt justifications
complying to regulatory and security guidelines.
However, the vendor must be readytodo a
complete on-prem deployment if NIACL is not
convinced of hybrid approach on day 1.

Thesc details will be shared to the successful
vendor. The requirement is not only to support the
existing platforms. The solution provided oy the
product will be a factor in technical evaluation.

1500 includes multiple similar APIs with separate
endpoint across different projects/partners.

The vendor is expected to leverage its prior
experience in BFSI domain to assume a suitable
bifurcation and plan migration sizing



The vendor is expected to leverage its prio,
experience in BFSI domain to assume 3 Suitable
bifurcation

. . N )
Please confirm the % ratio of internal facing vs external facing APls.

Please confirm the DC, DR and NDR strategies e.g. Active-active, active . N
Active-Passive

passive.

DC - Near DR (synchronous):
Recovery Point Objective (RPO) = zero data loss
Recovery Time Objective (RTO) < 10 minutes

Please confirm the RTO and RPO requirements between DC, DR and
NDR. These would be required for building proposed solution and
sizing.

DC - DR (asynchronous):
Recovery Point Objective (RPO) < 15 minutes
Recovery Time Objective (RTO) < 30 minutes

/

|

’How Bidirectional replication is getting managed in current sctup for
core applications. How s DR switchover currently done and acheived
withir 15 minutes?

.These details will be shared to the successful
vendor. Standard methods are being employed.
Exact details will be shared with the successful
vendor

These details will be shared to the successfyl
vendor. Standard methods are being employed.
Exact details will be shared with the successful
vendor

Please confirm if developer portal can be hosted on Vendor managed

The vendor can propose both the approaches
cloud outside on NIA's private cloud.

during technical presentations with apt
justifications complying to regulatory and security

: guidelines. However, the vendor must be ready to

i do a complete On-prem deployment if NIACL is not

i convinced of hybrid approach on day 1.

f!’ioaso confirm if all mentioned environments are seperate

environments i e. total 4 NonProd, 1 DC, 1 DR and 1 NDR. Please

[confirm if NonProg environments can be combined together as below:

’1. DEV & SIT being managed in Same environment

2. UAT

|3.Sandbox

4. DC

5. DR

6. NDR

|

|

This is fine



//s a industry best practice new product major versions get released
every year and it is recommeded to upgrade to the latest version to
make sure new feature/capabilties are available and latest sccurity

oatches are applied. Also, every product version has not more than 2 to
3 years of Lifecycle.

We request NIA to consider the upgrade strategy included as part of

overal proposal from bidder, instead of maintaining the same product
version for 5 years,

Please confirm if the 1000 TPS needs to be factored on solution hosted
in both DMZ and MZ. This would be based current TPS managed vis
|external facing and internal facing API gateways. This will help to
optimize the sizing and solution.

P

i
iOur assumtion is that NIA's existing log management platform needs to
|oe leveraged. Please confirm

Please confirm if this clause is only for NIAs Customer/transactional/Pll
data. We assume this will not be applicable for metadata related to
proposed platform which does not hold/capture/transfer any
Customer/transactional/Pll data.

Please share the technical /functional specifications datasheet along
with scoring criterias

Please confirm the preferred choice of deployment - VM based or
Container platform.

1
|

Please confirm which containerization platform(e.g. VMware tanzu,
Openshift etc) NIA is currently using.

Please confirm which DevSecOps tools are used by NIA currently.

RFP includes provisions mandating bidder to ensure
maintenance/upgrade of tools to their latest
versions at no additional cost.

Yes

The logs will have to be integrated with NIA's
existing Log Management system. Additionally, logs
pertaining to this system must be accessible
independently of NIA's Log Management System

Vendor needs to comply with regulatory and
government guidelines, including guidelines under
DPDP Act 2023

Please check annexure 2 present in RFP for
technical compliance sheet. Also the technical
evaluation points are mentioned in RFP under
"12.Scope of Work"

There is no preference set by NIA. The solution
should adhere to RFP requirements.

These details will be shared to the successful
vendor



We are assuming bank will provide & provision following
infrastructure/networking components for the overall solution, as
needed including but not limited to :

. VMs/Containers for proposed solution

. WAF

DNS

. Antivirus

. IDS/IPS solution

. NAT Gateway

. VPN Gateway

- Load balancer (global & local)

. NFS / SAN

Please note, above are only indicative and Any other infrastructure

O 0NV S W~ —

components required to run the proposed solution need to provided by

the bank

but not limited to :

. Oracle DB

. RHEL

. Windows

. DevSecOp tools

Heal

. Log Management

.ITSM

. 1AM / SSO

Please note, above are only indicative and requesting bank to provide
list of other softwares tools which will be provided by bank.

0NV DN W~

We are assuming bank will provide following softwares/tools including

NIA will need to have its Sl vendor or IT team to upgrade to the new
major/minor version whenever released by OEM to stay current , avail
the full benefits of the new version and continue getting support.

|
|
l Normally we can revert with formal Root Cause Analysis only for Sev 1

cases and may take upto 15 days depending on the complexity of the
incident / cooperation by the Customer.

"Request if we can get a 3 week extension for bid submission upto 6th
March 2026, 4 pm.

Request for the reference Letters on customer letter head as well as
Email from Customer should also be acceptable. Most of the Financial
customers /Banks do not issue letters but generally send an official
email,

M

Please refer to RFP terms under 12. Scope of Work

Vendor shall be responsible for provisioning of
infrastructure in line with requirements cf this RFP.
The procured infrastructure will be in NIA’s name,
to be managed by the vendor throughout the
project period.

NIA can extend the existing setup for
AV,DNS,VPN,NAT, Load Balancer, IPS/IDSWAF etc.
But in case of other components bidder has to
provide compute, storage, licenses, DB and caoles
required for the smooth running of the project and
they can integrate with our ITSM sclution

Rack space will be provided for hardware to be
installed at all three locations (DC, NDR, DR)

Answered in one of the previous queries.

REP includes provisions mandating bidder to ensure
maintenance/upgrade of tools to their latest
versions at no additional cost.

Please adhere to RFP terms

Please adhere to REP terms

This is fine



L at 100% of contract value will need to be discussed with NIA .

Query

NIA to confirm does "provisioning™ imply that the Bidder must supply
the physical Hardware (Servers/Storage) and OS licenses as part of the
Commercial Bid? Or is the Bidder only required to provide the sizing
fpccificaﬁons for NIA to procure the hardware?

NIA to confirm Infra is required to be installed on NIA location or it can
be at managed service location, or NIA is open for cloud approach

NIA to confirm what is the threshold TPS / TPM, year on year growth
percent will be required for 5 years.

NIA to confirm if it will be ok if we provide single node costing and
which can be replicated as per the load/ traffic increase, for example: if
we provide 4 core WSO?2 license and 4 core machine pricing and can be
replicated as traffic increases

NIA to confirm total user base, projected user base

NIA to confirm all software and OS licenses to be procured by vendor?

Providing 24x7 support with only "2 resources" is not operationally
feasible (requires approx. 4-5 FTEs for rotating shifts). Please clarify if
the requirement is for 2 resources per shift, or 2 dedicated onsite
resources during general shifts with off-site 24x7 support?

To estimate migration effort accurately, please provide the technology
stack of the current 1500 APIs (e.g., SOAP, REST, XML) and the current
AP| Gateway/Platform being used.

Please adhere to RFP terms

NIACL Response

Please refer to RFP terms under 12. Scope of Work

Vendor shall be responsible for provisioning of
infrastructure in line with requirements of this RFP,
The procured infrastructure will be in NIA's name,
to be managed by the vendor throughout the
project period

The vendor can propose both the approacnes
during technical presentations with apt
justifications complying to regulatory and security
guidelines. However, the vendor must be ready to
do a complete on-prem deployment if NIACL is not
convinced of hybrid approach on day 1.

This is alrcady shared in RFP document

There is no preference set by NIA. The solution
should adhere to RFP requirements and ensure
fulfillment of SLA terms without impacting .
scalability and performance. There can be no
additional cost to NIA later on account of multiple
nodes or scalability or any other reason which NIA
not explicitly mention in the RFP

The vendor is expected to leverage its prior
experience in BFSI domain to assume the expected
userbase

Vendor shall be responsible for provisioning of
software and licenses in line with requirements of
this RFP.

Bidder has to provide Minimum 2 resources for
general shift and other shifts they can provide
based on their experience for seamless operations

Majorly the APIs arc json based REST APIs,
Currently an in-house middleware is being used for
managing APIs

WG



This timeline does not include the time/delay
induced by NIA's internal processs. NIA shall
provide existing bouguet of APIs which are ohly to
be put into the APl Gateway, instead of creating

Migrating 1500 APIs in 2 months imolies ~37 APIs per working day. This
is extremely aggressive regarding testing and validation. Can the
migration timeline be extended to 4-6 months, or be phased (e.g.,
Criticai APIs in Phase 1, rest in Phase 2)?

fresh APls.

There is separate timeline given for UAT/testing

Does this imply providing additional licenses free of cost curing the
contract period if volumes grow beyond 1000 TPS, or does it mean the

NIA has asked commercials based on provided
traffic/volume/tos etc. in case the
traffic/volume/tps goes beyond the same during

S

licenses at the agreed rate? proportional basis.

Given the requirement to provision infrastructure, hardware delivery
alone often takes 6-8 weeks. A 2-month timeline for Infrastructure +
Customization is aggressive. Can this timeline be relaxed or linked to

|
solution must ve technically scalable and NIA will purchase additiona! ’ the contract period, N'A shall pay the same ¢n
"Date of Hardware Availability"? 7 J’ Please adhere to REP terms

NIA to conﬁrrﬁ what will be the base location for support resources? ! NIA Head Office, Mumbai
—

Relocation costs are variable and difficult to estimate in a fixed-price

bid. Can NIA agree to reimburse relocation costs at actuals or based on | There shall be no additicnal cost to NIA beyond

a pre-agreed rate card if the location change is initiated by NIA? | items mentioned in Annexure 6

:

|

‘{The proposed cap of 100% of the Contract Value appears to be

commercialiy onerous and significantly high, and may require

reconsider_aiion or rationalisation. Qur proposed changes: The Bidder |

proposes 1o reduce the aggregate liability cap to a lower, 'commorcially !

i reasonable amount (e.g., 20%-30% of thoe Contract Value) to ensure ‘

proportionaiity of risk and alignment with standard inqustry practice., Please adhere to RFP terms

!

All the intellectual property right owned by Bidder (“Pre-existing [P*) |
‘will remain the intellectual property rights of the Bidder. Pre existing 1P
includes all design, tools, framework, codes, programs, tradema rk,
patents, documents, etc. which were developed/or are being developed
by the Bidder, not as a result of this Agreement, Ordar/SOW.

Please adhere to RFP terms

We propose to incorporate the following three clauses into the
prospective MSA Please adhere to RFP terms

e




The Project Objective mentions API Management Solution but the
Scope of Work talks about APl Orchestration as well, sois the ask here
only for APl Management Solution or an AP Management Solution with
additional capabilities of API Orchestration / Integration as well?

What is API Orchestration Logic that you are expecting, Can you please
explain in brief?

How many number of API's require API Orchestration?

Canyou please confirm what are the Third Party Aggregators and which
are the different systems that we need to integrate with? Is this

Integration with the help of API's exposed by those Systems or via
direct connectivity to DB or particular tool.

Can you please confirm the existing AP| Technology Stack of NIA? (e.g.
JAVA [ Dot Net(.net) / any other closed source platform / tool )

Accordingly it will be heipful to factor in the efforts and resources with
specific skills for Migration.

Can you please confirm if all the Network Related Components (WAF /
Firewall / Load Balancers / DNS / SSLs ) and Infra Resources (VMs / Bare
Metzl along with RAM / CPU / OS / DBs) and required Containerized
Platform for Microservices ( Docker / K8s / OCP ) will all be procured
and provided by NIA on basis of the Infra Details provided by the Bidder
OR Bidder has to bring in all the required INFRA components and
subscriptions / licenses if any for solution and then hand it over to NIA
after the Project Support Period?

Can you please classify the 1500 API's in High / Medium / Simple based
on the complexity of the APls and give us a near exact count of API's
falling in each category

Please adhere to RFP terms

Please adhere to RFP terms

NIACL Response

Itis included as detailed in SOW.

Vendor is expected to propose the industry

standard solution. Any existing logic, if any, shall be
shared to successful vendor

These details shall be shared to the successful
bidder

Vendors can research about various Third Party
Aggregators working in Insurance domain.

Integration can be via all the approaches
mentioned in the query.

These details shall be shared to the successful
bidder

Answered in one of previous queries in this
document

These details shall be shared to the successful
bidder



T T — ' . it T n ‘h‘
e . ) > revious gueries Iin tnis
Canyou please clarify in brief what are your expectations from AP Answered in one of pre q
Monetization Feature? : S document
\“\ -%‘*—‘*—"

The requirement is in line with industry standard

Can you please clarify in brief what are your expectations rom AP : )
followed by public sector BFSI companies.

Containerization Feature?
— T Rdan

The requirement is in line with industry standard

Can you please clarify in'brief what ar A Vst
. followed by public sector BFSI companies.

Monitoring Capability?
—

¢ your expectations from AP|

Are you OK with & Hybrid approach where Configuration plane would

oe in Cloud and data plane Would be On-Prem with all the data residing

at On-Prem and traffic flowing through the On-Prem? 1f OK, can you |

olease provide this relaxation that solution can be On-Prom orHybrid | Answered in one of orevious queries in this
with Data Planc rhand'at’orify being situated in On-Prom? ' , document

EE T 1

——

Is Test Automation part of scope. If yes, could you please previde the .
levei of automation expected for API functional testing across Yes. The expectation is in line with industry
DEV/SIT/UAT/PROD—Sandbox environments standard followed by BFSi companies.

The vendor mus: ensure fulfillment of SLA
parameters and scalability requirements shared in
the RFP document ) '

What are the non-functiona! acceptance venchmarks for AP
performance deyond the stated 1006 TPS-—specificaily for peak loads,
Iseascnai spikes, and DR failover scenarios? '

{ - - e - — —— )
—_— —_— — ———

T |

IDoes NIA expect business-journey-based AP testing (policy issuance,
cleims, cartner integrations), beyond isolated APl endpoint validation?
— 57, DEYONd 5o

|

|
[ Yes

, Please refer to REP clause

! Cyber Security Testing/ VAPT:

( The bidder will conduct security testing

| (Vulnerability Assessment & Penetration festing} of

SRR - ‘ - - = | the applications -which is dedicated to NIA twice 'n

Will NIA require independent CERT-In empanelled vendors for VAPT, or | & year & shall submit the executive summary report
/s the expectation that the Sl/vendor performs and remediates VAPT to NIA. Any serious gaps identified during this
fintcrnal!y? exercise, must be plugged on priority.

_—

DR Drili can be expected once in a year (could be
subject o change) as per NIA IS volicy and
guidelines

RTO/RPO validation shall be part of acceptance and
Details of validation reports shail be as por NIA
What is the expected frequency and depth of PR drills, and should tost requirements and shall be finalised with succesful
evidence include RPO/RTO validation reports as part of acceptance? bidder
— 7~ M/ Y Vallgation re -

2 S



/d!y clarify responsibility split between NIACL and Vendor for OS
/ hardening, firewall policies, and endpoint protection on API platform
nodes.

Should vendor run a dedicated 24x7 NOC for the platform or integrate
with NIACU's existing NOC/SOC? Please confirm ticketing tool, L1/L2/L3
boundaries, and major incident process.

Please provide the last 6 months of support tickets for the current API
management setup (incidents, service requests, and change requests)
to help us assess the existing operational workload.

Should the Support Coordination Manager be full-time dedicated and
onsite, and what is the expected seniority and minimum comparable
project experience for this role?

For change management, what is the threshold separating @ minor
change (treated as BAU) from a Change Request (CR)? Please share
approval workflow, lead times, and if standard changes can be
pre-approved.

Please share the existing APl infrastructure baselines (environment
topology, capacity, traffic/load patterns, storage/log volumes, and
DR/backup parameters) to help size the solution

Are you expecting AS-IS migration keeping the backend API's intact on
the existing Middleware Layer and just configuring the proxy endpoints
in the API Gateway Layer? OR Do you want us to develop the API's in
new middleware layer and then expose respective proxy endpoints via

APl Gateway Layer?

Vendor is responsible for all the activities listed in
REP, unless specifically mentioned otherwise.

Vendor must integrate with NIA's NOC/SOC. Rest all
details pertaining to internal processes of NIA shall
be shared to successful vendor

These details shall be shared to the successful
bidder
Support Coordination Manager can be off site, but

should attend to NIA Management in Mumbai
Head Office when called for physical meetings

Experience requirement is mentioned in RFP as
following:

Successful bidder must appoint a Support
Coordination Manager dedicated to the NIA
account, immediately after receiving the work
order/ letter of intent. The Coordination Manager
should have direct experience of successful end to
end implementation/management of at least one
comparable project to the NIA’s requirement.

Any information not shared in RFP shall be shared
with successful vendor based on mutual discussion.
An activity beyond scope of RFP shall be considered
as Change Request only if it involves at least 10
man days of effort. For Changes requiring less
effort, it must be handled by the bidder at no
additional cost, as @ minor change request

Existing details of internal setup of NIA shali be
shared to successful vendor after signing of Non
Disclosure Agreement

We can have both the approaches depending on
the project/partner and criticality of API




Can you catcgorize the API's based on the payload size? We undcrstand
that not all the API's will be having an average heavy payload of 100 KB
can you please help to give a count like 100 APl's with 2KB Payload, 50 e atsils shall be hared to
API's with SKB Payioad and so on: This way it will help design a T:f’\(‘.%e alalls

sustainable solution and helg estimate accurate Infra for the solutio_ﬂ, bidder

the successful

Yes the support personel must have capability of
development of APIs. The estimate shall be shared
Do you expect the support personel to develop and onboard new API's to th‘c successful vcndgr. If thﬁeﬁil crz(a):cz)r;yond
during the course of 5 years of Support other than the mentioned 1500 | reguirement under‘a Ug’ht deadline g s .'-,\pg,
APIs with 20% t0 30% additional variance post Go Live? Ifyes, is there | the expecied capacity of lwo resources, ines o

' } may be considered as part of CR or NIA may

any estimated number that support personel needs to oenboard thesc it
many number of API's per month or in a year? consider onboarding additional resources

Query NIACL Response

We humbly request the Chcnl to kindly conadc. relaxing this criterion.

Eligibility Criteria

The Bidoer must have executed or be currently implementing a similar
Scope of Work (SOW) / SI project for at least three (3) entities in India
(excluding NIA), where each entity has recorded an average annual
turnover exceeding INR 50 crores in each of the iast three financial

|
——
|
|
|
|

years.

Supporting documents Required
Letter of satisfactory installation and performance, on the clients official

letterhead in favour of the bidder duly signed and stamped by the
authorized representative of the client. OR S nase orier )

Please check addendum

|
o |
|
|

[
[vve humbly recuest the Client to kindly consider relaxing this criterion.

Eligibility Criteria |
The bidder shculd submit at-least 3 customer satisfactory performance |
and support letters from banks/financial institutions/organizations
/internal projects in India (other than NIA)

Supporting documents Required
Reference Letter or Undertalking letter
Please adhere to REP torms

}% -



chnical Criteria
] he number of implementations completed or currently under

aplementation for customers in India having an annual turnover
greater than INR 50 crores (in the last five years).

APl Management Solution **

if criteria are met for 5 or more Institutions. (15 Marks)
if criteria are met for 4 or more Institutions. (10 Marks)
if criteria are met for 3 or more Institutions. (5 Marks)
if criteria are met for 1 or 2 Institutions. (3 Marks)

APl Management Solution in BFSI / Government / PSU / Private Entites
if criteria are met for 3 or more Institutions (15 Marks)

if the criteria are met for 2 Institutions (10 Marks)

if the criteria are met for 1 Institution (5 Marks)

Please adhere to RFP terms

1. what are the policies of NIA?
2. Kindly Provide the information in detail ? These will be shared to the successful bidder

With only two resources, it is not feasible to provide 24x7 on-site
support. We therefore propose to offer 24x7 remote support. Answered in one of previous queries in this
document

Inere should be an upper limit defined for TPS; otherwise, accurate
system sizing will not be possible. Kindly clarify.

Additionally, please confirm whether the responsibility for hardware

provisioning lies with the Bidder. S
Answered in one of previous queries in this

document
We will provide training once during implmentation period ? Kindly NIA can request for training more than once, at no
clarify additional cost.
Kindly clarify whether this requirement is related to migration,
termination, or handover activities. If so, please provide detailed
clarification. This requirement is with respect to handover
; _ activities.
what is the lockin period of project ? Kindly clarify There is no such clause on lockin period mentioned
in the RFP.
Kindly provide detailed clarification on this clause? As, licenses has
been considered only for the contract period of the RFP. Licenses have been considered only for the
| contract period of the RFP




— . -apability of the
i ants he nat f supoort? This clause talks about the capability o N
ecd chrification on the nature of support solution, The product should be deployable both i

a physical server as well in a virtualized
envornment.

Need clarification on data at rest, are we looking for data stored st the
Yappes Platform level(api-configs/policies ete) to be encrypted as well?

Support for encryption of AP! related Data to
protect from unauthorized access, physical theft, o

breaches etc
-

1. Can we get the list of accepted formats expected by NIA?
2. Also can we get the list_of conversion of formats which is expected by

NIA?

Industry standard formats like JSON, XML etc are
cxpected

\

Do developers deploy directly to the Gateway?
Deployments to the Gateway must be controlled through apgroval
workflows and higher-role authorization. Allowing direct, unapprovec
deployments can lead to unauthorized or unwanted APIs being

: . . : . . he cess is internal to NIA, where proper
published on the Gateway, Increasing security and governance risk. The process is ) ‘ prop

approval workflow shall oe taken care of

Vendor must have this capability/feature

Need clarification on the AP| virtualization capability. These are standard industry requirements and the
How is this-functionality defined at NIA, and what are the specific use vendor is expected to have the features which can
cases it is intended to address? : | fulfill the demands of the RFP.

Internal process details shall be shared to the
i successful vendor

Only endpoints will be at the AP| Gateway layer.
Coding may be required to translate APIs to
another set.

Are we [quing to develop APl with software code written and executed
at the APl Gateway Layer? -

Can this be added? “In the event that the actual transaction growth
exceeds the planned or anticipated Capacity (Le., 1000 TPS + 20%
buffer), any required increase in hardware sizing shali be handleg
through s formal Change Request (CR) process. The additional
finfrastructure and associated costs for such Capacity expansion shall bHo |
borne oy NiA™

| Answered in one of previous queries in this
document

_— OO -
can we include a point where in this responsibility be fallen on to the
iBidder due to actions/negligence of the Bidder
__\_\“‘\*i
What counts as a “variant” Variant of an existing API, to be extended to 3 now
partner/project for a similar integration with minor

tweaks

Please adhere to RFP terms




ced clarification on what we mean by "Customizing login scripts” and
fits Usecase

can we get the list of all required standards?

Need clarification on the testing tools that is expected

What is the expectation by NIA?

Please clarify what is the meaning of licenses in the context?

What is the expectation in terms of customization?

Need to check with NIA , do Biddder need to develop or NIA will do it?

Scenarios on change of locations to be understood.Current assumptions
team is based out of mumbai/navi-mumbai

\

l/\rc we expecting APIs to visible to the users without logging in and also
able to access the APIs without authentication?

What is the caching size expected as it will determine the infra
requirements as well

L AAP LA 57 o A { — [ SN el e Y (e
Its 100% after Go-Live. Cant not sustain.

Request you to break down into platform install and API delivery (by
250 chunks)

Speaking from experience off of 20+ implementations and migrations -
While the platform implementation and readiness can be completed
with in the timeline, The schedule for migration of 1500 APIs is 2
months only.

Given the scale and potential dependencies on NIA teams, request you
to amend to have a phased approach (by application or usage or
criticality) and extend the timeline to minimum of 6 months in to a
phased manner.

These could be bash scripting, shell scripting,
custom scripts for configuration ctc. The use cases
could be login to portal/gateway ctc.

The vendor is expected to understand industry
standard from their prior experience in the market

a tool or platform which could help in various
scenarious of API testing like automation testing
etc.

training to NIA employees and its partners, on how
1o use the developer portal, and all other solutions
presented as part of vendor's proposal

License/ATS/ Subscription charges for API
Management Solution along with a2ll components

Customisation of standard APIs, configuration files
ete

Answered in one of previous queries in this
document

Current location is Head Office in Mumbai. NIA may
ask relocation of support resources to some other
office.

All this will be discussed, deliberated and finalised
as and when the requirement comes. This decision
making shall be internal to NIA

Vendors are expected to plan caching size to ensure
scalability and performance in line with RFP and
SLA requirements, and based on their prior
experience in the market

NIACL Response

Please adhere to RFP terms

Answered in one of previous queries in this
document



To mitigate implementation delays and align payments with progress,
request NIA to consider dividing the implementation milestone into
sub-milestones with linked payments? For example:

|
T

. 'Design signoff — 15%

J

|

lo Platiorm setup completion (all environments) — 15% B {
|

|

|

i- Phase 1 - 250 APIs UAT signoff — 10%

* Phase 2 - 250 APIs UAT signoff — 10%
~?asg:m; UAT signoff — 10% B
° Phase 4 ——émwﬂ' signoff 7\10%1 t_%‘\l
* Phase 5 - 250 APIs UAT signoff — 10%

¢ Phase 6 - 250 APITUI\%“H -10% .

—

al Go-live signoff - 10% o
-

e Fin

What are the Slpeciﬁc RPO (Recovery Point Objécnve) and RTO
(Recovery Time Objective) requirements for the AP Management
solution in the DR scenario? - Co

—_—

Confirm the exact'ligt of environments required: Dev, SIT, UAT, :
Pre-Prod/Staging, Production (DC), DR, NDR, Are all required to be !
) o 1

4 |

i

identical in configuration? -

. — .

The RFp mentions 1000 TPS initial capacity with 20% annual growth. s
this 20% year-on-year growth mandatory for licensing/hardware sciline

from Year 12 Should sizing account for cumulative growth over § years? J
T ———— 7 P cumuiative grow

I
|

What is the estimated percentage distribution (e.g., 10% High, 30%
Medium, 60% Simple) of the 1500 APIs to be migrated, based on the

complexity definitions provided?

'ts not specified so. should the DR/NDR setup be Active-Active or

Active-Passive? Note the S/W cost will be impacted. [s geo-redundancy
equired?

————— h\\%‘_s-\_‘_.__—\

]

Viil there be 3 mandatory POC? If ves, please share the expected use I
dses, number of APIs, and key evaluation criteria etc.
T —————— 7 7T evaluation crite

e

Details will be shareg after te

Please adhere to Rip terms

"DC - Near DR (synchronous):
Recovery Point Objective (RPOJ = zero data loss
Recovery Time Objective (RTO) < 10 minutes

DC- DR (asynchronous):
Recovery Point Ovjective (RPO) < 15
Recovery Time Objective (RT0) < 30 minutes

Answered in one of orevious queries in this
document

Answered in one of previous queries in this
document

Answered in one of orevious queries in this
document

chnical bid opening,



an the POC be performed at OEM's DC or Partners's DC?

As per Annexure VI and Scope of Work, confirm whether NIA will
provision all hardware (servers, load balancers, storage) for all required
environments (Dev, SIT, UAT, Pre-Prod, Prod, DR, NDR)?

Please confirm the RFP requirement is Soley for APIM Software.

Can the bidder logically segregate the Dey, SIT, and UAT environments
within one physical environment (shared infrastructure with logical
separation) to save the S/W cost since these environments do not
attract much TPS?

Can the bidder physically separate the Sandbox environment from
other non-production environments to save the S/W cost since these
environments do not attract much TPS?

Is the solution provides the feature to keep DC and DR in synch and can
achieve prescribed RTO and RPO can we ignore the NDR to save the
S/W cost? We have been doing the same for most of the PSUs
successfully for last three years.

What is the specific use case for the NDR environment? When is the
NDR triggered (e.g., simultaneous DC and DR failure)?

We assume "go-live" is API to be in the production, sanity check and
hand over to support team but not the actual usage. Any production

support and issues will be handled by the support team. Please confirm
the understanding.

If some APIs out of 1500 don't go-live due to reasons beyond bidder's
control, how is Go-Live approval affected? What if the project is delayed
beyond 5 months due to NIA challenges? How is bidder risk mitigated in
such scenarios?

Besides REST, SOAP, GraphQL, what other application protocols are
currently in use (e.g., SFTP, MQ, JMS, gRPC, TCP/IP and MQTT) that the
AP| Gateway must support for integration?

Please provide bifurcation of APIs by protocols ? (REST, SOAP, GraphQL,
SFTP, MQ, JMS, gRPC, TCP/IP and MQTT etc.)

Details will be shared after technical bid opening.

Answered in one of previous queries in this
document

The planning is left to the bidder as long as it does
not negatively impact the RFP requirements

The planning is left to the bidder as long as it does
not negatively impact the RFP requirements

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

In RFP, Please refer to clause 14. IMPLEMENTATION
AND INTEGRATION

NIA will consider discussion with the vendor over
delays attributable to NIA to ensure that bidder is
not impacted

Industry standard protocol requirements being
used in BFSI domain. Vendor is expected to have
this understanding from prior experiences

Will be shared to the successful vendor



What is the current approximate n

validate the growth assumption to 1000 TPS.

umber of AP transactions per mont:]
and per year across al| existing APIs (1500 approx.)? This is needed to

the S/W and H/Prog?

Do you need HA setup for UAT and Sandbox as well?

Can we assume (as industry standard) API call volume (TPS) for each
environment (Dev, SIT, UAT, Pre-Prod) to be 25% of Production to size

e

The RFP requirement of 24 X 7 (weekends and holidays included) it

requires S people for round clock Support, where as RFP mentions as 2
engineers. Request you to reconsider and amend the clause.
—_ T TY T EUIbIOerandce

|
For 24x7 support, are there specific shift timings (e.g., 6 AM-2 PM, 2 I/
PM-10 PM, 10 PM-6 AM)? Does "24x7" cover only L1/L2 monitoring & |
alert response, or also includes 3 development/deploymer_]t support?
-~ 7 Tty deployme :

The RFP mandates half-yearly VA and vearly PT. Will the Bidder be

responsible for remediation of all findings (including 0S, DB,

middle\)vare} within stipulated timelines, at no additional cost? [
Stk G L

T

The 2 support resources are to be deployed in Mumbai. Can these I

-_—

the allowed duration and frequency?
—_— 1

integrated with the AP| Management solution?
—— Te7ldetment solutit

licensing mandatory?

—_——

For the 99.95% uptime SLA, are planned maintenance windows (e.g.,
monthly patching) excluded from downtime calculation? If yes, what is |

—_——

resources work remotely, or any other location is available in India? |

!
\‘_]
|
I

How many backend applicah’on_s are there in total that will be

.

Can the S-year software licensing be subscription-based, or js perpetual )

Is NIA open to a hybrid Saas setup where the runtime/data plane is
Oon-premises and the management/control plane s SaaS-based (hosted

in AWS/Azure India region)?
— - ivlere

—_—

Confirm the on-prem platform: VMware, OpensShift, K8s. |s hybrid I

‘on-prem + cloud) deployment allowed, or strictly on-premise?
T “7WEC, orstrictly on-pre

e

—

v/ /)@/‘ )

s PSisslready sharoe
Growth assumption {01000 795 is already shareg

in the REP

Industry standard can be taken as assumption.
However, this does not restrict NIA's requirements

ey 4 )Y
if actual usage gocs beyond 25%

For UAT and Sandbox it isn't required.

Answered in one of previous queries in this
document

First part of the query is answered in one of
previous queries in this document

teovers allamong L1, L2, 13

Yes, bidder will be responsible to fix as long as
findings pertain to solution of the bidder. Bidder
will be required to assist NJA at NIA's request for
fixing other issues where bidder is not involved in
fixing but support of APIM is required

There shall be no change in RFP terms

' Planned maintenance windows aporoved by NIA

shall not be counted in downtime. Duration anc
frequency can be discussed on case to case basis

These details will be shared to the successfy!
vendor

The RFP allows the flexibiiity as long as RFP terms
are getting fulfilled

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document




hat is the component name/product of your existing ESB solution .. Is

it home grown or from any OEM? (e.g., IBM ACE/IIB, MuleSoft, TIBCO
etc.)

Do you have any existing APl Gateway? If yes what is it? If not how are
you sharing your APIs today?

Confirm who manages certificates - does NIA have an HSM for key
management?

Confirm the log retention period requirement for API transactions and
security events?

Please provide breakup of existing APIs by protocol (REST/SOAP),
authentication method, and integration type.

Clarify support requirements for admin vs. developer support.

Can managed support services be offered instead of dedicated onsite
resources?

Do you require separate gateways for internal and external
APls—logical separation or physical separation?

What is the TPS requirement for internal Vs external gateways
individually across environments?

Confirm expectation: VM scaling vs container autoscaling (OpenShift).

Clarify whether mTLS is required for all APIs or select partner APIs only.

Confirm directory type (AD/LDAP) and SSO requirement (SAML/OIDC).

Confirm if GraphQL APIs are currently present or future requirement.

Confirm if outbound API traffic requires external gateway enforcement
with DMZ network.

If a hybrid SaaS model is proposed (control plane in cloud), does the

cloud region need to be India-only, and does NIA require prior approval
for the SaaS provider?

These details will be shared to the successful
vendor

These details will be shared to the successful
vendor

T'hese details will be shared to the successful
vendor

These details will be shared to the successful
vendor

Answered in one of the other queries in this
document

The support resources should have both capability
Pleasc adhere to RFP terms

The planning is left to the bidder as long as it does
not negatively impact the RFP requirements

The TPS requirement has been shared in the RFP
document

The planning is left to the bidder as long as it does
not negatively impact the RFP requirements

It may be required for all APIs

These details will be shared to the successful
vendor

It could be a requirement in future

The planning is left to the bidder as long as it does
not negatively impact the RFP requirements

Any cleud setup has to follow MeitY guidelines.
Also, the requirement has been raised for an
on-premise deployment. The vendor may present
the technical demo using both the approaches if it
sees significant benefit to NIA while complying with
regulatory requirements. However, the vendor
should be ready for an on-premise deployment




{\_—\R\“\; Please refer to RFP clause:

14.8) Any other functionality outside the SCope of

this RFP would be considered under change

request and the same would be handled through

the CR process. The costs for Change Requests shall

7 Change Request process during implementation? be arrived at through mutual agreed terms

Are CRs outside S€ope subject to additiong| costs and timelines? between NIA and the successful oidder,
———— 207 Subject to additi cost .

What is the form

—_— ————

-Premise with no additional Answered in one of grevious queries in this

license cost? ; document
= >+ - o .

Should the Solution S/W offering be flexibie enough to deploy the APIM

solution on VMWARE ang Open Shift Container platform with no

additional cost to NIA if required? ‘ '
—_ "

e ———

Answered in one of previous queries in this
document

——

Please refer 1o RFP Clause:

However, it is imperative that it possesses the

Capability to be seamlessly migrated to g

private/public/Hybrid cloud infrastructure in the
. » future, in the event such a transition becqmes

portable to move to any public or f necessary. Fur:hormoro, the solution shoulg
private cloud infrastructure in future if required without NJA paying forJ suppert both physical server and virtualized
additional cost for the software ? A environment-based deployments
‘\\\x_ﬁ

The functional and technical specifications for the APIM solutio

not available. Is there plan to provide these annexures later for
compliance check? J

—_—

l
nare ’

Entire SOW hag listed functional and technical
specifications

—_—

|
ecycle, security, and exposure ’

The scope includes integration with various systems
integration suggests 3 drift toward ESB architecture. We suggest ’ of NIA. For example, there is a3 WAF already in
refining the scope to focus on APj Lifecycle and Gateway security rather | place. The proposed system is to be ap|
than deep-tier middleware orchestration. to this WAF

€ {o connect

—_—

=

a)

=




/

To meet the requirements of local Pll processing while ensuring

scamless future cloud migration, can a Hybrid Saa$S architecture be
considered?

In this model:

1. Control Plane: Managed by the OEM as a service (SaaS), hosted

within AWS India Regions (Mumbai/Hyderabad) for centralized
governance.

2. Data Planes: Entirely self-managed and installed on-premise within
NIA’s private cloud/virtualized environment to ensure all transactional
and Pll data stays within NIA's network.

3. Metadata only: Only configuration and metadata are exchanged

between planes, ensuring compliance with local data residency
requirements.

what are the encryption / decryption requirements of NIA?

what is the current SIEM solution at NIA ?

Specifically, does this count represent:

Total individual APl endpoints (i.e., unique combinations of URL paths
and HTTP methods such as GET /user, POST /user, PUT /user)?

Distinct APl services/applications (where each service may contain
multiple related endpoints)?

Please clarify the definition of the "1500 APIs" referenced for migration.

To estimate the effort for migration, please clarify the underlying
technology stack of current integrations. Are they built using Java, .NET,
or a specific middleware/ESB tool? Additionally, please provide a
breakdown of the 1,500 APIs by technology/platform.

What is the approximate percentage breakdown of protocols in use
(e.g., REST, SOAP/XML,) ?

Answered in one of previous queries in this
document

These are industry standard requirements and shall

be shared with the successful bidder

These details will be shared to the successful
vendor

It is a mix of both.

These details will be shared to the successful
vendor

Answered in one of the other queries in this
document



To estimate the effort for migration, please cla rify the underlying
technology stack of current integrations. Are they built using Java, .NET,
or a specific middleware/ESB tool? Additionally, please provide a
breakdown of the 1,500 APIs by technology/platform.

What is the existing WAF solution used at NIA ?

how many developer portals will be required by NIA ? Will there be
requirement for separate internal and external Developer portal ?

The RFP defines complexity based on ESB/Middleware functions like
ISO8583 over TCP and heavy orchestration. As this is primarily an AP
Management Solution RFP, please clarify if NIA intends for the solution
to act as a fuli-scale Enterprise Service Bus (ESB). We recommend
removing requirements for legacy protoco! orchestration (TCP/1S08583)
to align with modern APl Management platform.

Kindly confirm if there will 3 Prod environments (DC, DR, NDR) and 4
Non-Prod environments ( SIT, UAT, DEV) ?

Is the DR and NDR site expected to be Active-Active (load shared with
DC) or Active-Passive (Hot/Warm standby)?

Does the count of 1500 refer to API encpoints or distinct AP! sorvices?

What is the expected Average Annualized TPS or total projected API
[requests per year? For AP Management platform licensing perspective
?

Is the 1000 TPS requirement defined as a Sustained Load (average over
a period) or a Peak Instantancous Load? Additionally, since this is an

' |insurance platform, what are the expected peak transaction hours (e.g.,
' |8:00 AM - 5:00 PM)?

K.

Answered in one of the other gueries in this

document
These details will be shared to the successful

vendor

Number of developer portals shall depend upon
the number of im‘cgran'ons partners of NIA.
However, our assumption is that the vendor snall
extend role based access of developer portal to
various teams and hence it will be one portal only.
In case vendor plans to setup different developer
portal for each team, the count of such teams shall
te shared to the successful vendor.

The Tender is for an API Management Platform.

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

1000 TPS is the peak load.




For the maximum payload size of 25MB, what would bo the cxpected
frequency/ TPS of these large requests?

Developing endpoints based on business logic is typically an application
or middleware layer responsibility. An APl Management solution should
primarily manage, secure, and expose existing endpoints. We request
NIA to clarify if the vendor is expected to build the underlying business
logic or manage the AP layer only

To avoid "vendor lock-in" and handle unigue business logic without
ESB-style bloat, is the solution extensible via a plugin architecture? We
recommend a platform that supports both out-of-the-box policies and
custom plugins

Suggestion: Manual "Change Requests" for configuration are often slow
and error-prone. The APl Management solution should support
declarative configuration (YAML/JSON) for GitOps-style workflows? As
this allows for automated, version-controlled deployments via cli tools /
platform APIs , eliminating manual overhead and increasing reliability.

Can you specify the Identity Provider (IdP) currently in use at NIA that
the APl Gateway must integrate with

Would you recommend having the APl management vendors from the
Leader Quadrant of the Gartner MQ? This is the norm across majority
of public sector RFP's

Query

Request an extension of 4 weeks considering the complex scope.

please confirm - NIA has an existing £SB and message quecue (or similar
integration platform) in place that the proposed APl Management
solution can positively leverage existing ESB and message queue
solution to handle orchestration and complex transformation
requirements?

Such granular details shall be shared to the
successful vendor

Answered in one of the other queries in this
document

The vendor has flexibility to design the architecture
as long as RFP requirements are getting fulfilled
without any deviations.

The vendor has flexibility to design the architeciure
as long as RFP requirements are getting fulfilled
without any deviations.

These details shall be shared with the successful
vencor

This is an open RFP with a set eligibility criteria
mentioned in the RFP. Please adhere with the
same.

Please adhere to RFP terms

Architecture level details shall be shared to the
successful vendor
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pPlease provide high-level network topology of DC/DR/NDR and existing
DMZ structure (number of zones, IPS/IDS/WAF locations, load bailancer
locations). Are there any specific network segmentation rules or ipP .
ranges that the proposed infra must adhere to? Will NIA provide
network devices (firewalls, routers, switches) or snould these ")(‘.
considered in the vendor’s infra proposal? o

|
[
I
i

5 ; . -
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Answered inonc of previous queries in this

document

These details shall be shared to the successful

vendor

hec |

These topology details shall be shared to 1he
successful vendor. Vendor proposal must facter
infra nocessary as part of APIM solution

Details of existing setup will be shared to the
..succossful vendor. Vendor proposal must factor
infra necessary as part of ARPIM solution



an all the core systems expose and consume REST or SOAP services for

usc by the APl gateway, or will an additional integration mechanism be
required?

Please provide a list of all core systems/solutions currently in use at NIA

Total of seven environments will be required (Dev, Test, UAT, Sandbox,
DC, DR, and NDR), please confirm the specific purpose of the NDR
environment and its proposed location?

Please specify the sizing ratio for each of the seven environments
relative to the Production DC environment (for example, 50% or 25% of
Production for Dev, Test, UAT, Sandbox, DR, and NDR).

Will the Bidder need to perform any APl Migration Testing in external
(demilitarized zone) DC, DR and Prod as well ?

Assuming that the Testing team will be provided access to
pariner/external systems or approved mocks for integration testing
post APl migration. Please confirm.

Will domain-specific test scenarios and regulatory validations be
provided for insurance, fintech, and partner integrations?

Are there specific compliance, audit, or certification test cases that
Testing Team must execute for regulatory integrations?

Will legacy backend systems continue to co-exist? Do we have to do
backward compatibility as well as a part of the APl Migration Testing?

Are DR and NDR environments expected to be tested for failover, data
consistency, and recovery time objectives?

What the % of SOAP APIs vs REST APIs in scope? Are there any other
Webservices in scope apart from SOAP and REST?

How many APIs to be accomodated in the Developer Portal?

Scope of Developer Portal Testing - need more clarity. Do we have to
test all positive and negative cases, error messages otc.?

Developer Portal - Do we need to test on different browsers and
devices?

Please refer to RFP SOW as all the details are
mentioned

These details shall be shared to the successful
vendor

Answered in one of previous queries in tnis
document

Please take industry standard based on prior
experience

Yes

Yes, wherever applicable.

Yes

Yes, the details will be shared on project by project
basis

Yes

Answered in one of previous queries in this
document

Please refer to RFP SOW as all the details are
mentioned

Please refer to RFP SOW as all the details are
mentioned

Yes

Yes



Developer Portal -Assuming the only language to be tested is English.
Please confirm.

Apart from the 1500 Existing API1s, whjch will be migrated - will there be
any new APl development? What is the approximate number?

Assuming that the APl Migration Testing is in scope for the Bidder, and
Functional Testing of the APIs is not in scope. Please confirm.

Standard AP| Managoment focuses on lifecycle, security, and exposure
of APls. The inclusion of "various middleware models” for centralized
integration suggests a drift toward £SB architecture. We suggest
refining the scope to focus on API Lifecycle and Gateway sccurity rather
than deep-tier middleware orchestration.

Please clarify the current private cloud / virtualization stack (hypervisor |
type, versions, preferred OS, DB, storage technologies) and whether

NIA has any mandatory standards (c.g., only Linux, only VMware). Is
I,:here a preferred vendor list for servers / storage / virtualization that
[we must slign with while sizing and proposing infrastructure?

—_—

[Picase specify whether the vendor is expected to supply, install, and
|warranty the hardware directly, or only to specify BoQ and assist NIA in
procurement. If supply is in our scope, please confirm whether the
capitai cost of infrastructure should be included in the Commercial Bid
lundor “Implementation Cost” (Table A), and if any spccific procurement
BO“CV {e.g., minimum 3 OEM quotes) must be followed.

Please clarify NIA's roadmap for cloud: is there a tentative time horizon
to move from on-prem private cloud to hybrid/public cloud? Are there
any preferred CSPs or cloud architectures we must consider in the initial
design (e.g., cloud-agnostic containerization, specific Kubernetes
distributions)?

some APls may accept inputs in other languages,
bul translations, if any, will be handled by the APy
implementations. The Gateway does not have to

handle multiple languages.

please refer to RFP SOW as all the details are

mentioned

. i
Both are in scope. The vendor will be assisted by
corresponding project teams

Answered in one of previous gueries in this
document

Answered in one of previous queries in this
document

Vendor shail be reponsible for procurement,
supply, installation ctc. Procurement of hardware
and software will be the bidder's responsibility. No
specific policies need to be followed.

There is no specific plan at present to move from
an on-premise {private cloud) system.




Picasc clarify the scope boundary between NIA and vendor for
day-to-day infra management:

* Who will manage 0S patching — vendor or NIA?

* Are hardware break-fix calls to OEM to be raised by vendor or NIA?

* Is there an existing DC operations team that we must coordinate with,

oris complete infra management expected from the vendor as part of
this contract?

* Who will manage OS patching — vendor
* Are hardware break-fix calls to OEM to be raised
by vendor or NIA? - Vendor

* Is there an existing DC operations team that we
must coordinate with ? - Yes

Which Identity Provider(s) are in scope (AD/LDAP/Azure AD/others)?
Please confirm required auth flows (Client Credentials, Auth Code, $SO
for portal) and any mandatory MFA requirement.

Please specify approved encryption standards (AES-256,

R5A-2048/3072, SHA-256/384 otc.) and whether HSM/KMS is
N A Nt fve | J

TOr key custo

1<

Pls confirm that the key and certificate management solution will be
provided by NIA?

To meet the requirements of local PII processing while ensuring

seamless future cloud migration, can a Hybrid Saa$S architecture be
considered?

what are the encryption / decryption requirements of NIA?

what is the current SIEM solution at NIA ?

Floase confirm whether NIA requires data masking/anonymization
within logs/analytics by default and whether any Pl classification
1oL THIE: {

will be provided

Please confirm if NIA expects a formal Threat Model (e.g., STRIDE),
security architecture document, and hardening guide as mandatory
deliverables,

Provide the Name the current integration platform, on which the 1,500
APls are built and to be migrated from o

Pls confirm that the 1500 API catalogue and documentation is available
tith NIA

These details shall be shared to the successful
vendor

Answered in one of previous queries in this
document

Query is not clear. However, vendor must oeing in

all tools required to run the API Management
platform.

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Vendor must adhere to regulatory guidelines, and
NIA's requirements shall be on similar lines

These are industry standard requirements and
vendor must provide such documentations and
models for ensuring clarity to NIA, as and when
required

Answered in one of previous queries in this
document

These details shall be shared to the successful
vendor
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A versigr) and whether INTeEraUon |

ation, i TLS, log forwardi

ISR ARV

olease clarify the definition of the "1500 APIs" referenced for migration.

Specifically, does this count represent:

Total individual APl endpoints (i.c., unigue combinations of URL paths ’

and HTTP methods such as GET Juser, POST Juser, PUT [user)? i

Distinct AP services/aoplications (where cach service may contain Answered in ene of previous queries In tnis
document ‘

multiple related endpoints)?

To estimate the effort for migration, please clarify the underiying
technology stack of current integrations. Are they built using Java, .NLT,

or a specific middleware/ESB tool? Additionally, please provide a
breakdown of the 1,500 APls by technology/platform/ categorization Answered in one of previous queries in this

based on functionalities etc. document
What is the approximate percentage breakdown of protocols in use Answered in one of previous queries in this
(e.g., REST, SOAP/XML,) 7 document
Answered in one of previous quertes in this
document

What is the existing WAF solution used at NIA ?

Answered in one of provious queries in this

Will there be requirement for scperate internal and exteral Developer

portal, How many developer portals will be required by NIA ? document




Developing endpoints based on business logic is typically an application
or middleware layer responsibility. An AP| Management solution should
primarily manage, secure, and expose existing endpoints. We request

NIA 2o clarify if the vendor is expected to build the underlying business
logic or manage the APl layer only

Are there any upper limits on power, rack space, or cooling in
DC/DR/NDR that we must consider in infra sizing? Pleasc specify if NIA
has any preferences/restrictions on form factor (blade vs rack server)
and storage architecture (SAN/NAS/HCI).

Please confirm if NIA has existing database platforms (e.g., Oracle, SQL
Server, PostgreSQl, MySQL) mandated for use by the API Management
solution, or if the bidder can choose. Also, please share any IOPS /

latency requirements or storage technology preferences (SAN/NAS/HCI)
that should be factored into DB sizing.

What will be the percentage of high/medium/simple APls out of 1500
that we should assume for our estimation?

—

'he RFP defines complexity based on ESB/Middleware functions like
ISO8583 over TCP and heavy orchestration. As this is primarily an API
Management Solution RFP, please clarify if NIA intends for the solution
to act as a full-scale Enterprise Service Bus (ESB). We recommend

removing requirements for legacy protocol orchestration (TCP/1SO8583)
to align with modern API Management platform.

Pls confirm - API Security Testing and UAT will be carried out by NIA, any
issucs identified during these activities to be resolved by the bidder?

Pls confirm - Platform VAPT will be carried out by NIA, any issues
identified during these activities to be resolved by the bidder?

Will there be any knowledge transfer given for existing QA/Testing
artifacts (test cases, test automation scripts, etc.) if any?

The RFP includes scope for developing new APJs,
Please refer to RFP clauses as all the details are
mentioned

Bidder should plan on infra sizing to ensure
fulfillment of RFP terms

The vendor has flexibility to design the architecture

as long as RFP requirements are getting fulfilled
without any deviations.

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document



i

Is there any constrain
has to be licensed Or can it
framework for testing using

files to your system?
e

ike whether it

t on any Automation Framework | ther
be Open Sourced? Can we use our inbuilt

berd pe foret the
open source techiclogy, by transierring the

e

————————

please menton if any other specific Tool or rramework preferred for J

API Automation Testing. j
Wil test data be provided by the Client fgr_lc_s‘_r*g?—_ ______7__‘7_J
| o documented and provided to QA for r

Will orchestration workflows b

end-to-end validation?

o |

What is the approximate % of orchestrated APIs vs Individual APIs?

Pis Confirm - NIA already have tools inplace for code repository, code
quality review, build, and deployment, and these existing NIA tools will
lac integrated with APl Management Solution N _

I

pis Confirm - NIA alrcady have performance testing toels in place end
these existing tools be extended for usc in this project? - ]
: !

Pis confirm - Bank will ailow an onsite/offshore support model to be
used during the implementation and support period?

Kindly conﬁrm'if there will 3 Prod caviornments (RC, DR, NOR) enc 4
Non-Prod environments { SIT, UAT, DEV} ?

DC) or Active-Passive (Hot/Warm standby)?

are th

|

|

is the DR and NDR site expectec to be Active-Active {load _shafed with z
l

|

g neraecning naseune 105, 08, middieware g;

! paten cycle (monthly/quarteriy) along with changs

iPlease clarify whether firewall/IPS/IDS devices are in scope to be
supplied and managed by the vendor, or only policy configuration on
existing NIA devices. Also, please share the names/version,s of existing
Database Activity Monitoring, PIM, SIEM, and VA solutions to eins‘uro ’ '
compativility of the proposed API infrastructure., ’ ' J

“'}r\

The vendor has flexibility to design the architecture
: st ES P
s long as RFP requirements are getting fuifiilca
d

any deviations.

¢ has flexibility to desi hiteg
re getting fuifilled

without |
gn the architecture

I'he vendo
73 ir - )
as long as REP requlr ;-zmcnts 2

without any deviations.
ted to create test cases

Ves. Vendor is also expec e
done by us.

based on know!cdge sharing
NIA will assist in knowledge sharing of API

workflows

These details shall be shered to the successful
vencor

These details shall be shared to'the successful
vendor. Vendor is expected to integrate with
existing systems of NiA

performance testing under APl management
solution comes under the scoge of this RFP's

reguirement

Please adhere to RFP terms

Answered in one of previous queries in this
document

Answered in one of previous queries in this

document

These details shall be shared with the successful
vendor

Answered in one of the other queries in this
document



an you specify the ldentity Provider (IdP) currently in use at NIA that
/thc APl Gateway must integrate with

Pls Confirm - NIA already have tools in place for infra, OS and DB

patching , Backup, Archieving and purging and these existing tools be
extended for use in this project?

PLs share the expected RTP amd RPO

Please confirm that it will be acceptable to the Bank that, if the OEM

the bidder will perform the necessary version upgrades to maintain the
full scope of services throughout the contract duration, rather than
continuing on an older version that is no longer supported by the OEM.

releases a new version of the product during the S5-year contract period,

Please confirm whether all the listed server administration activities are
expected only for the servers provided under this project, or also for
any shared infra components (e.g., shared DB clusters, shared storage).

If shared, please provide details of scope boundary with NIA’s central
infra team.

Please state the target RPO and RTO values that the APl Management

solution must achieve. Are there any existing enterprise-wide RPO/RTO
standards that we must align to?

Does NIA already have a standardized DR runbook / template and
incident command process that we must follow, or should the vendor
propose and standardize a new DR runbook and procedures specific to
the APl Management solution?

These details shall be shared with the successful
vendor

Answered in one of previous gueries in this
document

" DC- Near DR (synchronous):
Recovery Point Objective (RPO) = zero data loss
Recovery Time Objective (RTO) € 10 minutes

DC - DR (asynchronous):
Recovery Point Objective (RPO) € 15 minutes
Recovery Time Objective (RTO) < 30 minutes

Answered in one of previous queries in this
document

In case there is some shared infra components
under some project, then the vendor shall
undertake such activities limited to the scope of API
Management solution

" DC - Near DR (synchronous):
Recovery Point Objective (RPO) = zero data loss
Recovery Time Objective (RTO) € 10 minutes

DC - DR (asynchronous):
Recovery Point Objective (RPO) < 15 minutes
Recovery Time Objective (RTO) € 30 minutes

These details shall be shared with the successful
vendor



/
S

—

Under that Test Results to bo shared. Will there be any need to celiver
the Test Automation Scripts - will there be any personnel/team from

, 8 a requirermnent
Client who will run it in future? Yes there can be such a require

Assuming that UAT to be done by the Client appointed staff/3rd Party
Vendor. Vendor will assist with tho bug fixes during the UAT. Please . ) ies in this
confirm if any other Testing activitios ang resoonsibilities of vendor Answered in one of previous gueries in this
during UAT. _ . document

WIll NIA provide an enterprise oackup solution (e.g., existing backup
software, tape libraries, backup storage), or should the vendor propose
and supply backup software and media infrastructure gs part of this
project? If existing, please share supported 0S/D8 versions end :
integration requirements. C Vendor should propose.

—_—

Please clarify and confirm the cx'p_cctcd role of the two Facility ‘
Management resources during the 5-year support period as they wiii
not be able to fullfill the 24/7 support rcqu_Ircmont

Is it envisaged tnat, if required, they will be utilized for continuous
development and migration activities related to the anticipated 20--30%
variation in APl count, and , .

When not engaged in such adiv'iﬁcs, they wili fpéus on origoing Answered in one of previous queries in this
support, maintenance, and relateg operational tasks? document

Please confirm if NIA has an existing NOC/SOC where our monitoring
tools must integrate (c.g., via SNMP, syslog, APi), or whether the vendor
should set up a dedicated monitoring environment (NMS/APM) as part

of the infra. I integration is required, pleasa provide tool names and Answered in one of the other queries in this
integration expectations. l document
i S

For clear infra planning, please specify whether the 2 onsite resources |
are expected to also perform data center visits {for physical
interventions on servers/storage) or if all hardware will be remotely
manageable via existing DC operations. If DC visits are required, please Yes the onsite resources are expected o perform
confirm DC locations and any restrictions (working hours, access data center visits and work with our existing D

controls), team in Mumbai
l - i

Answered in one of previous queries in this
Does the count of 1500 refer to APl endpoints or distinct AP services? document




/Is the 1000 TPS requirement defined as 2 Sustained Load
a period) or a Peak Instantancous Load? Additionally,
insurance platform, what are the expe
8:00 AM = 5:00 PM)?

(average over
since this is an
cted peak transaction hours (c.p.,

For the maximum payload size of 25MB, what would be the expected
frequency/ TPS of these large requests?

Please confirm the target log volume or existing estimates for log
generation (per day) so that we can size log storage appropriately for
both 18-month online and 7-year archive. Are there any existing central
log storage or SIEM platforms (with retention policies) that we must

integrate with, or should dedicated storage for APl logs be included in
the infra sizing?

Please clarify whether NIA expects the vendor to provide a log
viewer/portal for auditors, or whether logs should be integrated into
NIA’s existing SIEM / log management tools with role-based access
controlled by NIA. If a portal is expected, please specify any

requirements for segregation of access between internal audit, external
audit, and operations teams.

Please confirm frequency—aqusrterly or yearly—for the CERT-In audit

‘ence certificate, and what consttutes an acceptable “cle

SAraN o
2dlanCe

(no_high/critical findings vs remediation plan).

Pls share the distribution of 35 marks on each of the solution feature

Pls share the distribution of 25 marks on each of the technical proposal
requirement

we request the NIA to kindly reconsider and extend the proposed
timelines for: Discovery and Migration of the 1,500 APIs, and UAT for all
APIs

so that the schedule aligns with practical implementation constraints

and ensures a stable, high-quality delivery. We propose to have phase
wise delivery of 300 APl in each pahse

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Bidder should plan based on prior experience.
Remaining information shall be shared to successful
bidder. Log storage information has been answered
inone of the queries in this document

Answered in one of the other queries in this
document

Annual audit is mandatory. However, NIA can

request quarterly audits based on IT-Security
team's request

Thisis an atomic line item in the evaluation
bifurcation.

This is an atomic line item in the evaluation
bifurcation.

Answered in one of previous queries in this
document



Pls consider the APl acceptance defination as

APl has completed technical, performance and security testing
The APLis deployed on the Production environment of the NIA,
Necessary configurations (security, throttiing, routing, monitoring,
logging) are in place,

The APl is accessible to its intended consumers (internal and/or
external) through the Production AP Gateway, and

business use,

The NIA has formally approved and declared the APl as available for

This is fine.

Pleasc clarify and confirm whether the foliowing approach to log
retention is acceptable:

instead of maintaining 18 months of logs online in real time (which

the solution:

Keep logs online / real-time searchable for 3 months, and

After 3 months, move logs to backup/archival storage, from where they

can be retrieved on demand whenever required by NIA or auditors,
while still meeting the overall 18-month minimum retention
requirement and the 7-year archival requirement?

would require significant storage and may lead to cost escalation), can

Please clarify payload and PIl data wili not be loggad

! Please adhere to REP terms

Please refer to RFP SOW.

We request that the implementation be planned in five phased

respective phase, aligning commercial milestones with successful
lﬁiive.’y and deployment of each batch of 300 APIs,

[

Pilease confirm whethier any comgﬁm:mer:'._(g_zj.._‘;l;'o:,s_(fgyelo&eLQgrLﬂz_L

deliveries, with approximately 300 APIs implemented in each phase. We
further request that the implementation cost be proportionately split
across these five phases and become payable upon the Go-Live of each

Please adhere to RFP terms

2UPPOrLGols) may he cicud-hosted or all components inust be strictly Answered in one of previous queries in this

n-premin Indrg,

_J document



_—

Request to reconsider incident management SLA depending on the
criticality of the solution

Severity 1 — Critical

Description: failure affecting business-critical se
financial/business loss

Response time: within 30 minutes
Resolution/Workaround time: within 2 hours
Severity 2 - High

Description: failure affecting operations
Response time: within 1 hour

Resolution time: within 8 hours

Severity 3 — Medium

rvices leading to

Description: Non-critical functionality issue; moderate
workaround available.
Response time: within 4 hours

Resolution time: within 2 business days
Severity 4 — Low

business impact:

Description: Minor issues, cosmetic defects, queries, or enhancement
requests; iow or no impact on business.
Response time: within 1 business day

Resolution time: within 5-10 business days (or as mutually agreed / via
release plan)

Please confirm understanding of uptime - as the percentage of total
service time during which the API Management platform ( HW and SW
Solution supplied by bidder) is operational and accessible in Production.

In terms of on-premise deployment requirement, as per our
understanding of local regulatory and data residency requirement, the
customer Pll data and any financial data must not be moved out side of

the India boundary. Hence, an onpremise runtime with SaaS based
control plane (for managing and monitoring the platform and
APls/integration performance) deployed outside of India and securedly
connected with the on-premise runtime for only meta data (API config,

metrics etc. and no APl transaction data at all) exchange, should be
acceptable. Kindly confirm.

As part of this RFFP bidder will supply API Management Solution and
Cache solution Only

Please check Addendum

Yes

Answered in one of previous queries in this
document

Vendor proposal must cater to all line items of the

RFP



n,
avmlable wuth the NIA for the proposed solution for Orchestratlo

F lution _
S8 and Messages Broker 50
e the available enterprise t
i Existing setup details will be shared to the
successful vendor

dle con firm the ‘
for the proposed soluum for API. /\uth and security. Ple ase I Blddcr e rcsponSib'C for the solution

Iavaxrablc solution

NIA will not provide any project management

solunon
We will use the available enterprise IAM solution available with the f\ J

|
| solution to the bldder

We will use the available enterprise project management solution
available with the NIA . Please confirm the available solution

Existing sctup details wili be shared to the

We will use the available enterprise ITSM solution avaxlablo wtth the ‘

NIA . Please conﬁrm the available solution jJ successful vendos
|
|

{

|

Any particular test deliverables are expected (Test Strategy, Test Plan, . o
Answered in one of previous queries in this

Test Cases, Test Execution Results, Execution Report, Exccutlon logs,
Entry and Exit Criteria ofSlT/Um)? ' e

document

Does the Client have any existing Test Case Management, Defect

Management and Project Management Tocl?
t‘ not, then is there any criteria to oe adered by the Bi OC‘C( while

proposing a teol for the same? NIA will not provide any tool to the bidder.

I It can happen cither ways as would be preposec by
the bidder. NIA is only concerned with timeline

adherence.

’Will the SiT-happenin Agile mode or Sprints in paralle!l with the
Migration? Or wili it be a big bang approach at the end? Just Like UAT i is

mentioned at the end?
|

! . ‘
Does tne Ciient have any SLAs fcr lesting like - Requirement coverage
i%; Test coverage %, Pass Rate, time to execute, bug finding efficiency,

de:ect fix time, etc.?

These will be discussed with the successful bidder.

This has to be proposed by the vendor in the
solution document and technical presentations.
NIA is only concerned with fulfillment of REP erms
and timelines. Automation over manual process is
preferred.

How will the API gateway be provisioned and configured in the
on-premises environment? Wili this be automated through laC or

configuration management tools?

How wiil secrets (AP] keys, certificates, database credentials) be This has to be proposed by the vendor in the

Isvcuroly stored and accessed in the on- prc'mscs environment? solution document and technical presentations.
Any centralized secrets management tool (e.g., HashiCorp Vault These details shall be shared to the successful
jon-prem, Cybef/\rk Azure Key Vault Managed HSM) vendor




What authentication and authorization mechanisms are required
(OAuth, APl keys, JWT, mutual TLS)?

what will be the delivery modality for the program. Is there any
preference for a location from where team should work? Is hybrid
model allowed?

Please provide the basis of 2 resources for proding 247 support? What
are the shift timeings and weekly off considered?

Can vendor suggest their own timeline and payments terms based on
the scope shared

Please confirm if subcontracting is allowed with prior permission from
client, with vendor fully taking responsibility of delivery and quality

Please elaborate the requirement of APl monetization. The
monetization normally has 3 parts - AP| productization, Metering and
chargeback using existing Billing Platform.

Please clarify if NIA is also looking to build new APIs on proposed
solution apart from migrating existing 1500 APIs. If yes, please confirm
the how many new APIs are expected to be build every year.

Please confirm if Hybrid deployment strategy can be allowed - the
Management plane being hosted on vendor managed public cloud and
execution plane (APl gateway & ESB) being completed hosted on NIA's
onPrem private cloud. This architecture also makes surc that the
transactional /PIl data is always processed locally within NIAs premises.

Our understaning is the proposed solution needs to integrate with NIA's
existing IDP platform for Oauth 2.0 requirements. Please confirm which
Oauth tool NIA is currently using.

Please confirm if 1500 are APl endpoints or these 1500 are actual APls
with multiple endpoints.

All details are mentioned in the RFP document.

All details are mentioned in the RFP document.

Answered in one of previous queries in this
document

Please adhere to RFP terms

Plecasc adhere to RFP terms

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Bidder is responsible for the solution

Answered in one of previous queries in this
document



NIA has defined a AP complexity(High, medium, simple) metrics of '

page 16. Considering this, please confirm how many APIs out 1500 will

fall under the Simple, medium and high complexity (e.g. 20% High, 30% s shall bershared to the successfl

medum and 50% simple). This would help doing appropriate migration | These details $ d =2

sizing. : , ’ ' vendor o

. o These details shall be shared to the successful

Please confirm the % ratio of internal facing vs external facing APIs. vendor

| oo R AN hl _

Piease confirm the DC, DR and NDR strategies e.8. Active-aclive, active

passive. o ' : : e ' Active-Passive -

- .

- - . " DC - Near DR (synchronous):

Recovery Point Objective (RPO) = zero data loss
Recovery Time Objective (RTO) < 10 minutes
OC DR (asynchronous):

Please confirm the RTO and RPO requirements between DC, DR and Recovery Point Objective (RPO) <15 minutes

NDR. These would be required for building oroposed solution ang Recovery Time Objective (RTO) < 30 minutes

sizing. : “

- _—

How Bidirectional replication is getting managed in current setup for
f 8 3

jcore appiications. How is DR switchover currently done and acheived These details shall be shared to the successfyl
within 15 minuies? ' vendor

What is the bank’s process for DR abtomah‘on, and what tools or

‘rameworks leveraged by the bank today which should the bidder adopt| These details shall be shared to the successfyl
for DR drills? :

vendor
\\_\_

Please confirm if developer portal can be hosted on Vendor managed Answered in one of previous queries in this
cloud outside on NIA's private cloug.

document

.\\

Please confirm if aj mentioned environments are seperate
environments i.e. total 4 NonProd, 1 DC, 1 DR and 1 NDR. Please
[confirm if NonProd environments can be comvined together as below:
1. DEV & SIT being managed in Samo environment

2. UAT

| |3. Sandbox

4.DC

5.DR Answered in one of previous queries in this

6. NDR document
[ -_—




As a industry best practice new product major versions get released
every year and it is recommeded to upgrade to the latest version to
make sure new feature/capabilties are available and latest security

patches are applied. Also, every product version has not more than 2 to
3 years of Lifecycle.

We request NIA to consider the upgrade strategy included as part of

overal proposal from bidder, instead of maintaining the same product
version for S years.

Please confirm if the 1000 TPS needs to be factored on solution hosted
in both DMZ and MZ. This would be based current TPS managed via
external facing and internal facing API gateways. This will help to
optimize the sizing and solution.

Our assumtion is that NIA's existing log management platform needs to
be leveraged. Please confirm

Please confirm if this clause is only for NIAs Customer/transactional/Pl|
data. We assume this will not be applicable for metadata related to
proposed platform which does not hold/capture/transfer any
Customer/transactional/Pll data.

Please share the technical /functional specifications datasheet along
with scoring criterias

Please confirm the preferred choice of deployment - VM based or
Container platform,

Please confirm which containerization platform(e.g. VMware tanzu,
Openshift etc) NIA is currently using.

Please confirm which DevSecOps tools are used by NIA currently.

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

This clause is in line with government/regulatory
guidelines.

All details are present in RFP

Answered in one of previous queries in this
document

These details shall be shared to the successful
vendor



I
I
. .
We are assuming bank will provide &
infrastrudbre/nctworking component
needed including but not limited to : ‘
_VMs/Containers for proposed solution
WAF
DNS
. Antivirus
. IDS/1PS solution
. NAT Gateway
. VPN Gateway
8. L_éad balancer (global & local)
9. NFS / SAN
Please ncie, above are only indicative and Any other infrastructu‘re |
components required to run the proposed solution need to provided by

the bank

provision following
s for the overall solution, as

N OV S WS &

We are assuming bank will provide following softwares/tools including
but not limited to :

. Oracle DB

. RHEL

. Windows

. DevSecOp tools

. Heal .

. Log'Management

LITSM ‘

8. 1AM / SSO

Please rote, sbove are only indicative and reguesting bank to provide
list of other softwares tools which will be provided by bank.

NOY U DN W N

NIA will need to have its Sl vendor or 17 team to upgrade to the new
major/minor version whenever released by OEM to stay current ,
the full benefits of the new version and continue getting support.

avail

Normally we can revert with formal Root Cause Analysis oniy for Sev 1
cases and may take upto 15 days depending on the complexity of the
incident / cooperation by the Customer, |

Request if we can get a 3 week extension for bid submission upto 6tn
March 2026 , 4 pm.

Request for the reference Letters on customer lotter head as well as
Email from Customer should also be acceptable. Most of the Flnancial

customers /Banks do not issue letters but generally send an official
email.

————
\—~~~\___

Answered in one of previous gueries in tnis
document

Answered in one of previous queries in this
document v

Answered in one of previous queries in this
document

Please adhere to REP terms

Please adhere to RFP torms

Please chock aagdendum



r
Query

please confirm that New India Assurance shall make first year licence
payment upon delivery of licences. Payment to be made within 30 days
from invoice date.

Reguest NIA to share the detailed process of QCBS scoring system

Considering that the migration is to be done in 2 months, please
confirm that these 1500+ APIs will be proxy APIs not requiring any
orchestration or transformtion. They will have a corresponding single
backend endpoint.

In case these are not passthrough APIs, can you categorize the APIs as:
1. Simple - Proxy APls with single backend endpoint

2 Medium - With one or two backend endpoints and some basic
transforamtion

3. Complex - With more than two backend endpoints or complex
transformation of payloads.

Please clarify if EMD required to be submitted.
Are MSMEs required to present an EMD?

Please specify if NIA can provide any of the supported third party
systems for offloading logs as it in not recommended to store such logs
in AP| solution for 7 years. Supported systesm are -

HTTP endpoints

OpenSearch

Elasticsearch

Apasche Kafka

Syslog servers

Please suggest how UAT of 1500 APIs planned in 0.5 months. Will NIA
utilize any automation tools? If yes, specify which tools.

Please confirm that NIACL will provide an accurate inventory of 1500+
APl endpoints in excel format.

ol at 100% of contract value will need to be discussed with NIA . J Please adhere to RFP terms

NIACL Response

Please adhere to RFP terms

Details are already shared in the RFP document.
The tender is floated on GeM, and hence will be
following GeM process

These details shall be shared to the successful
vendor

Please refer to RFP as all details are mentioned

Answered in one of previous queries in this
document

Vendor shall be respensible for testing of the APIs.
NIA team shall extend support as and when
required.

This can be discussed at the planning phase after
onboarding is complete



I

please confirm that NIACL will provide any Ioa.d balancers re

the solution.

Portal in excel format.

|

. Lwi ' : ion for
Please confirm that NIACL will provide all documentatior

——

Developer

Picase confirm that NIACL will provide existing REST API definition in

OpenAPi (Swagger) format and SOAP definition in WSDL format.

Please confirm that outer limit of liquidated damages will be restricted
to the velue of the services contract and not the licenses component as

that amount has to be routed to the OFEM,

IPlcasc soecify if the project cn bé delivered in hybrid mode with

development being done in Bidders of
from NIACL premises

fice and deployment being done

non-production envrionments.

S E—

Please specify if NIACL will prbvidc remote connectivity to

—

lifecycle, to include Al-powered AP| design and management

Are there any integration for automating repetitive tasks across the AP|

Are there any toois to generate AP/ test cases, automaticaliv? Or that

|
l/should be the capability of the products proposed?

platforms, or in Hybrid Platform?

publishing, and analytics of APIs

Are current APIs which are to be migrated, available on various SzaS

Should the proposed solution, have Integrated tools for design, testing,

-
2
|
|

—

Query

Plesse elaborate the requirement of AP|
monetization normally has 3 parts - APl product
chargeback using existing Billing Platform.

—
—_—

monetization. The
ization, Metering and

Answered in one of previous queries in this
nswere ,

document -
portal documentation shall be the responsibility
8 habiho

the vendor. APl documentation shall be the
res’ponsibility of the team which has created the

API.
: ’ . . S s o
Since RFP requirement includes these formats 2n

£ ~ +
definitions, it should not be a matier of concern t
the vendor. Exact details shell be shared to the

successful vendor

Please adhere to RFP terms

Answered in one of previous queries in this
document

This can be discussed at the planring ohase after
onooarding is complete

There can be such a requirement. Hewever, if
vendor has Al based Automation feature in their
tool, they may include the same in the oroposal to
get higher scores in technical evaluation

Answered in one of previous queries in this
document

Most of the APIs are hosted on-gremise, while
some arc hosted on cloud.

Analytics is included under the SOW in RFP

NIACL Response

Answered in cne of previous queries in this

document




fease clarify if NIAis also looking to build new APIs on proposed
fsolution apart from migrating existing 1500 APIs. If yes, please confirm
the how many new APls are expected to be build cvery year.

I

please confirm if Hybrid deployment strategy can be allowed - the
Management plane being hosted on vendor managed public cloud and
exccution plane (APl gateway & ESB) being completed hosted on NIA's
onPrem private cloud. This architecture also makes sure that the
transactional /Pl data is always processed locally within NIAs premises.

Our understaning is the proposed solution needs to integrate with NIA's
existing IDP platform for Oauth 2.0 requirements. Please confirm which
Oauth tool NIA is currently using.

Please confirm if 1500 are APl endpoints or these 1500 are actual APIs
with multiple endpoints.

NIA has defined a APl complexity(High, medium, simple) metrics of
page 16. Considering this, please confirm how many APls out 1500 will
fall under the Simple, medium and high complexity (e.g. 20% High, 30%
medum and 50% simple). This would help doing appropriate migration
sizing.

Please confirm the % ratio of internal facing vs external facing APIs.

Please confirm the DC, DR and NDR strategies e.g. Active-active, active
passive.

Please confirm the RTO and RPO requirements between DC, DR and
NDR. These would be required for building proposed solution and
sizing.

How Bidirectional replication is getting managed in current sctup for
core applications. How is DR switchover currently done and acheived
within 15 minutes?

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Active-Passive

" DC- Near DR (synchronous):
Recovery Point Objective (RPO) = zero data loss
Recovery Time Objective (RTO) < 10 minutes

DC - DR (asynchronous):
Recovery Point Objective (RPO) £ 15 minutes
Recovery Time Objective (RTO) < 30 minutes

Answered in one of previous queries in this
document



I

tomation, and what tools or

d in one of previous queries in this

. , Rau
What is the bank’s process for D & ‘dder adopt
framoworks leveraged by the bank today which should the bide Answere
document

for DR drills?
d in one of previous queries in this

Answere

[ V o10) a7 aé’( d

cloud outside on NIA's private cloud.

Please confirm if all mentioned environments are seperate
environments i.c. total 4 NonProd, 1 DC, 1 DR and 1 NDR. Pleasce
confirm if NonProd environments can be combined together as below:

1. DEV & SIT being managed in Same envirenment
2. UAT

3. Sandbox

4.DC

5. DR

6. NDR
Answered in one of previous queries in this

gocument

[/\s a industry best practice new oroduct major versions get released
every year and-it is recommeded to upgrade to the latest version to
make sure new feature/capabilties are available and iatest security
patches are applied. Also, every product version has not more than 2 to

3 years of Lifecycle.

We request NIA to consider the upgrade strategy included as part of
overal proposal from bidder, instead of maintaining the same product

version for 5 years.
Answered in one of previous queries in this

[
J gocument

Please confirm _if'the 1000 TPS needs to be factored on solution hosted
in both DMZ and MZ. This would be based current TPS managed via
external facing and internal facing API gateways. This will help to ,
roptimize the sizing and solution.

Answered in one of previous queries in this
document

|
|
— |

Our assumtion is that NIA's existing log management platform needs to
be leveraged. Please confirm

Answered in one of previous queries in this
document

Please confirm if this clause is only for NIAs Customcr/transactional/PH
data. We assume this will not be applicable for metadaty related to
proposed platform which does not hold/capture/transfer any
Customer/transacn’onaI/PH data.

Answered in one of previous queries in this
document




c;SC share the technical /functional specifications datasheet along

with scoring criterias

| — . )
please confirm the preferred choice of deployment - VM based or
container platform.

please confirm which containerization platform(e.g. VMware tanzu,
Openshift etc) NIA is currently using.

Please confirm which DevSecOps tools are used by NIA currently.

t

We are assuming bank will provide & provision following
infrastructure/networking components for the overall solution, as
needed including but not limited to :

1. VMs/Containers for proposed solution
2. WAF

3. DNS

4. Antivirus

5. 1DS/IPS solution

6. NAT Gateway

7. VPN Gateway

8. Load balancer (global & local)

9. NFS / SAN

Please note, above are only indicative and Any other infrastructure
components required to run the proposed solution need to provided by

he bank

T O D W N

8

P

We are assuming bank will provide following softwares/tools including
but not limited to :

. Oracle DB

. RHEL

. Windows

. DevSecOp tools

. Heal

. Log Management
L ITSM

. IAM / SSO

lease note, above are only indicative and requesting bank to provide

list of other softwares tools which will be provided by bank.

NIA will need to have its Sl vendor or IT team to upgrade to the new
major/minor version whenever released by OEM to stay current, avail
the full benefits of the new version and continue getting support.

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Answered in one of previous queries in tnis
document

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document




Normally we can revert with formal Root Cause Analysis only for Seu 1
cases and may take upto 15 days depending on the complexity of the
incident / cooperation by the C.ustomc.r‘

Request if we can get a 3 week extension for bid submission upto 6th

[March 2026, 4 pm.

|

Request for the reference Letters on customer letter head as well as
Email from Customer should also bo acceptable. Most of the Flnancial
customers /Banks do not issue letters but generally send an official

email.

/'

Kindly confirm whether MSE bidders claiming turnover and experience

relaxation are exempted from suomitling OEM turnover documents
when bidding as System Integrator with OEM authorization.

Please clarify whether a single OEM authorization ietter covering
licensing, support, upgrades, and warranty for the entire 5-year
contract period is sufficient.

l

|

Kindly clarify whether the indicative count of 1500 APis includes only
Production APIs or all environments (DEV/UAT/PROD), and whether
redesign/refactoring is expected or only migration and standardization.

Kindly clarify whether bidders are required to ma
categories in the proposal and whe
for commercial estimation,

p APIs to compicxity
ther these categories will be used

Kindly confirm expected RPO and RTO values for DC-DR-NDR

environments and the frequency of mandatory DR drills during the
contract period.

- T __.ﬁ__&s\‘.‘\_J

—_—

|
Lol at 100% of contract value will need to be discussed with NIA . j

7

S

Kindly confirm whether PBG validity is counted from contract signing
lﬁte or from go-live date. :
|

I

Answered in one of previous queries in this
document
Answered in one of previous gueries in this

document

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

Please check Annexure 1. MSMF exempticn ciause
is mentioned in the RFP, [t applies to the bidder.

Manufacturer Authorization Form (MAF) should be
submitted for the OEM with which the Sl is
partnering with.

PBG validity is counted from the contract start date

in GeM

Answered in one of previous queries in this
document

Complexity definition is already shared in the Rep

" DC - Near DR (synchronous):
Recovery Point Objective (RPO) = zero data loss
Recovery Time Objective (RTC) < 10 min utes

DC- DR (asynchronous):
Recovery Point Objective (RPO) < 15 minutes
Recovery Time Objective (RTO) < 30 minutes

1"




ase confirm whether sizing, licensing recommendation, procurement

Coordination, and installation of hardware/software are fully in vendor

<coPC, while ownership remains with NIACL.

'Kmdly clarify the expected frequency of VA/PT audits and whether the
same must be conducted only through CERT-In empancled auditors.

Kindly confirm whether any non-Pll metadata or logs are permitted to
be stored outside NIACL premises for analytics or monitoring purposes.

Kindly clarify whether the 24x7 support requirement implies rotational
shifts or continuous physical presence at NIACL premises.

Kindly confirm whether SLA penalties are capped and, if so, the
maximum penalty percentage applicable per quarter or per year.

Kindly provide detailed technical evaluation parameters and sub-criteria
weightages to enable bidders to align proposals effectively.

Kindly clarify whether technical presentation / demo is mandatory for
all technically qualified bidders or only for shortlisted bidders.

Kindly clarify whether the scope of work is limited only to
implementation and management of AP| Management platform (API
Gateway, lifecycle, security, monitoring etc.) or whether it also includes
development, modification, or ownership of core business application
software beyond APIs.

Query

Based on the given clause, we understand that the MSE bidders are
relaxed from Experience Criteria. Kindly Confirm.

Based on the given clause, we understand that the MSE bidders are
relaxed from Experience Criteria. Kindly Confirm.

Based on the above clause, we understand that the MSE bidders are
relaxed from Experience Criteria. Kindly Confirm.

Answered in one of previous queries in this
document

Answered in one of previous gueries in this
document

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

The details are already mentioned in the RFP

Answered in one of previous queries in this
document

Details are mentioned in the RFP

Please refer to SOW of the RFP as it is well defined.

NIACL Response

MSME exemption clauses are already mentioned in
RFP. Pleasc adhere to RFP terms

MSME exemption clauses are already mentioned in
RFP. Please adhere to RFP terms

MSME exemption clauses are already mentioned in
RFP. Please adhere to RFP terms



enance is part of scope or not? | These details are already explained in RFP,

Kingly confirm if the infrastructure maint

These details shall be shared to the successful

1. Coulc you please confirm the approximate number of integrations
required in several areas ? _ '

vendor

1. Kindly confirm if the bidder will have to procure and supply the
infrastructur'e'components also.

2. 1fNIAis procuring the infrastructure, the bidders will have to provide
the required sizing document alone for the application. Please confirm
our understanding. '

3. Kindly confirm if the infrastructure maintenance is part of scope or
not? : . ‘ ' » ~ ' These details are already explained in RFP.

2. For the API menetization feature, please clarify the expected mode! nswered in one of previous gueries in this
(e.8., pay-per-use, subscription-based, or tiered pricing]. \ i document

— —_ -,

3. Regarding the Public AP Library of NIA, could you please elaborate These details shall be shared t0 the successful
on the scope and expectations ? vendor

1. Kindly confirm if the bidder will have to procure and supply the
infrastructure components also. :

2. If NIA is procuring the infrastructure, the bidders will have to provide
the required:sizing document alone for the application. Please confirm
curunderstanding. - . o . S

3. Kindly confirm if the infrastructure maintenance is part of scope or
not? . Tt e - , N I These details are already explained in RE2

1. Kindly confirm if the bidder will have to procure and supply the
infrastructure components also.

2. If NIA'is procuring the infrastructure, the bidders will have to provide |
the required sizing document alone for the application. Please confirm |
cur understanding.

3. Kingly confirm if the infrastructure maintenance is part of scope or
|not?

4. We request NIA to confirm the infrastructure sizing document basad
on the volume projection given by NIA. If there is any increase in the
Volume, NIA will have to bear the cost of all the Software/Hardware
Procurement and the vendor will have to support the configuration
setup at a mutually agreed rates. These details are alrcady explained in RFP.

—_———




4. For the addition of new reports as required, could you indicate the

: The new reports will be based upon project to
spproximate number of reports expected ?

project requirements.

‘Based on the GeM Bid clause for MSE exemption, we understand that
the MSE bidders are relaxed from Experience Criteria.

with respect to the relaxation given, we kindly request to consider
appopriate changes in the Scoring criteria also for the MSE Bidders
Request to Change as following:

The number of implementations completed for Customers in
India/Overseas having Annual Turnover greater than INR 50 crores (In
the last 5 years)** Please adhere to RFP terms

'‘Based on the GeM Bid clause for MSE exemption, we understand that
the MSE bidders are relaxed from Experience Criteria.

We also like to point out that as per GeM Discliamer Point no.12,
Incorporating any clause against the MSME policy and Preference to
Mzake in India Policy cannot be done.

Reguest to Change as following:

SO (International Organization for Standardization) / CMMi (Capability
Maturity Model Integration) Certifications:

For 2 or more Certifications with at least 1 ISO (International

Organization for Standardization)- 10 Marks This clause is not for experience but for
1 certification (CMMI 1l and above) - 8 Marks certification which establish quality and vendor
At least 1 certification (ISO) - 5 marks credentials. Please adhere to RFP terms

'‘Based on the GeM Bid clause for MSE exemption, we understand that
the MSE bidders are relaxed from Turnover Criteria.

We also like to point out that as per GeM Discliamer Point no.12,
Incorporating any clause against the MSME policy and Preference to
Make in India Policy cannot be done.

Request to Change as following:

'Average Turnover of the last three financial years in rupees (FY
2022-23, 2023-24, 2024-25) (This must be individual company/firm
turnover and not that of any group of companies) (Proof: P&L
Statement should be submitted)

For more than 40 crores - 5 marks

For 26 to 40 crores - 3 marks Please adhere to RFP terms




L. Kindly confirm if the bidder wil have to procure and supply the
infrastructure components also.
2. 0f NIAis procuring the infrastructurc, the bidders wiil have to provide

the requireg Sizing document alone for the application. Please confirm
our understanding.

3. Kindly confirm if the infrastructure maintenance is part of scope or
not? '

on the volume Projection given by NIA, [f there is anyincrease in the "
Volume, NIA will have to bear the cost of all the Software/Hardwarc ,
Procurement and the vendor will have to support the configuration (
setup at a Mutually agreed rates. ('

}

- _—

—_—

These details are already explained in RFP.

'Bascd on the GeM Bjg clause for MSF eXemption, we understand that
the MSE bidders are relaxeq from Experience Criteria.

We are an MSME ang have experience with imolementations cpfsido
India of more than 3 BFSI entities and the turnover of them in the last 3
years is greater than INR SO Crores. We request NIA to consider outside

india experience and submission of proofs In the form of Contract, POs MSME exemption clauses are already menticned in
and sign-off jetters.

RFP. Pleage achere to RFp terms

MSE exemption, we understand that
the MSF bidders are relaxed from Experience Criteria,

We are an MSME and have experience with implemontations outside
India of more than 3 BFSI entities of satisfactory performance and
support, We request NIA to consider outside india experience and MSME exemption clauses are already mentoned in

submission of proofs In the form of Contract, POs ang sign-off letters, REP. Please adhere to RFP terms
——— "ol letlers.




1. Kindly confirm if the bidder will have to procure and supply the
infrastructure components also.

2. 1f NIAis procuring the infrastructure, the bidders will have to provide

the required sizing document alone for the application. Please confirm
our understanding.

3. Kin

dly confirm if the infrastructure maintenance is part of scope or
not?

4. We request NIA to confirm the infrastructure sizing document based
on the volume projection given by NIA. If there is any increase in the
Volume, NIA will have to bear the cost of all the Software/Hardware

Procurement and the vendor will have to support the configuration
sctup at a mutually agreed rates.

Please confirn if Annexure VI is required as part of the technical bid
submission

Please confirn if Annexure Vil is required as part of the technical bid
submission

If so kindly mention if it has to be executed in stamp paper-Rs. 100 or
Rs. 500

Please confirm if this annexure has to be submitted by MSE Bidders
also.

We understand that MSE bidders are exempted from submission of
EMD and tender fee

Please confirm if this annexure can be signed by Bidder Authorized
Signatory.

Please confirm if payment terms for implementation can be negotiated
based on different milestone of the implementation

Plcase confirm if payment terms for support can be negotiated to be on
monthly basis.

Please confirm if payment terms for License fee can be negotiated to be
released 100% on contract signature.

Kindly request for a pre-bid meeting for discussion on clarification and
queries from the prospective bidders

o Query 1

Requesting NIA for changing it from Bidder to Bidder/ OEM reference

to be considered for this particular technical evaluation to maximize the
participant

These details are already explained in RFP, Please
refer to query responses in this document for more

clarity.

No. Agreement is to be signed only with the
onboarded vendor

No. NDA is to be signed only with the onboarded

vendor

This annexure must be submitted by all

participating bidders. This tender does not include

EMD and tender fee.

Yes

Please adhere to RFP terms

Pleasc adhere to RFP terms

Please adhere to RFP terms

Query reponsc of all the vendors shall be publicly

uploaded for everyone's visibility

NIACL Response

Bidder experience with any OEM (not restricted to
the partner OEM in this tender) shali be considered

for cvaluating this criteria



The Bidder/ OEM should have executed a similar SOW for at least 3
(THREE) entities in India (other than NIA) where the Average Annual

turnover of each entity for cach of last 3 financial years should be

greater than INR 50 crores

The bidder/ OEM should submit at-least 3 customer satisfactory
performance and support letters from banks/financial
institutions/organizations in india (other than NIA)

Requesting NIA to mention the clause for Demerged Company: In case
the bidding company/firm is hived off from the demerged company, the
experience, eligibility etc. as per the requirement of the RFP may be
considered as of the demerged company, provided the demerged
company doesn’t apply in the same RFP process.

.
IP!ease confirm that New India Assurance shall make first year licence
fpayment upon delivery of licences within 30 days from the invoice date

—

t{equest NIA to share the détailed process of QCBS scoring system

Please confirm the exact network zones and sccurity devices in path for
Internal and External gateways at DC/DR/NDR {e.g., FW, IPS, WAF, L8, |
reverse proxy), along with preferred integration method (inline vs. '
side-band) and supported vendors for health probes and T1LS
re-encryption.

Kindly share the current APi ihvento%y {protocols -
REST/SOAP/GraphQL, auth methods, payload sizes, rate limits,
dependencies), per-API criticality (PO-P3), and the target migration
wave plan expectations, to align effort and timelines. Are API specs
{OpenAPI/Swagger/WSDL) available for all?

Please clarify expected skill mix (Gateway admin, developer, SRE), shift
pattern, and whether L2/L3 from OEM/SI can be provided remotely
with defined SLAS while L1 remains onsite.

. _

Bidder experience with any OEM ‘(not‘ re;trictod to
the partner OEM in this tender]) shall be considereg

for evaluating this criteria

Bidder experience with any OEM (not restrict'ed to |
the partner OEM in this tender) shall be considered

for evaluating this criteria

Bidder experience with any OEM (not restricted to
the partner OEM in this tender) shall be considered
for evaluating this criteria

Please refer to RFP terms

Please adhere to RFP terms

Answered in one of previous queries in this
document

These details shall be shared with the successful
vendor

These details shall be shared with the successful
vendor

Answered in one of previous queries in this
document




C};qcst maintenance windows for DC/DR/NDR and allowed
{rcqucncy/durau‘on for planned changes. Confirm whether
blue_green/rolling upgrades are acceptable to meet 99.95% uptime.

please confirm if any data components (c.g., analytics/telemetry) may
be forwarded to OEM cloud in anonymized form. If not permitted,
confirm expectation for fully air-gapped analytics, including retention
and storage sizing responsibility.

Kindly specify whether VAPT cost should be included in TCO or borne by
NIA separately. Also confirm scope split (gateway, developer portal,
admin consoles, OS/hypervisor, DB, custom policies/plugins).

Given complexity tiers (High/Medium/Simple) and dependencies on
upstream/downstream systems, request confirmation if timeline is
flexible based on discovery outcome, or whether NIA will accept phased
go-lives with milestone-based acceptance and LD waiver if delays are
due to third-party readiness.

Please confirm preferred deliverable formats (HLD/LLD, runbooks, SOPs,
DR playbooks, APl governance policies, CICD pipelines, 1aC), and
whether NIA requires bilingual documentation or training (English +
Hindi) and count of trainees per batch.

Kindly clarify shared responsibility and change-management
boundaries between NIA’s Network/SOC teams and the Sl for security
device policies, including approval SLAs and tooling (ITSM platform).

Please provide standard remediation SLA targets (c.g., Critical — 7 days,
High — 15 days) and exception process when fixes require OEM
hotfix/major upgrade or pose business risk.

Please confirm the steering cadence (weekly project review, monthly
governance), reporting templates, and whether NIA expects OEM
Technical Account Manager (TAM) participation in QBRs.

Yes. But blue-green/rolling upgrades should be duly
approved by NIA

Answered in one of previous queries in this
document

Entire scope of RFP has to be catered by the vendor
under the cost submitted in commercial bid, unless
specifically mentioned in the RFP.

Please adhere to RFP terms

This will be required in line with industry standards
in BFS| domain. Training documentation shall be in
English. Trainee batch information shall be shared
at the time of execution

Answered in one of previous queries in this
document

Answered in one of previous queries in this
document

This will be discussed in the planning vhase.

v



Kindly confirm the Identity Provider(s) in use (AD/Entra ID, Ping, Okta
others), MFA expeftauons fo‘ portal/admin/API consumers, and .
whether ciient-cert (mTLS) is mandatory for partner APls from Day- cuccessful vendo

TLS

Identity Provider details shall be shared to the
r. Please chock RFP for ciaus gs on

——

Please share target RPO/RTO, preferred replication tech (DB/native vs
storage), and drill frequency. Confirm if active-active DC-DR is desired
for read traffic and whether global traffic management (GTM/DNS) is

I ; iesi i
already gaitable. Answered in one of previous queries in this

document
Kindly confirm concurrency expectations (connections, open sessions),
APl mix (5ync Vs usync) and whether large-payload APIs (>10MB) can be |
off]oadﬂd to async pal(oms lchunkmg/preslgn(‘d URLS ) LQ optimize
ateway smng ' , o L
: These details shall be shared with the successful
vendor
’Please clerify if response/resolution apply to Severity-1 only, and -
provide severity matrix definition. /\Iso cormrm measurement source of
truth (APM/Synthetics vs |mra upti ime) and exclusions (change
windows, upstream outages). P _ ,
. L L Answered in one of previous queries in this
document

]leen infra is to be procured in' NIA's name, please conurm oayment
Imitestone for hardwa.o/sof*ware CAPEX on del -vory/mS( llation
l/acceptance to avoid cash flow rlsk while koopmp solution/sofiware
|acceptance on go-live.

j . -
!

Please adhere to RFP terms
|

Please confirm certificate authdrity (internal PKI vs public CA), koy sizes,
crypto policy, HSM requirements, and whether FIPS 140-2/3 vahdatvon

"rs mandatory for crypto modules.
i

Please adhere to industry standards Being followed
in BFSI domain

Is monetization required Day-1 for external partners? Please share
expected charging models (rate-card, quotas, billing integration). For
containerization, confirm oreferred platform {(VMwa are/K8s/0OpensShift)

and whether managed K8s is available on-orem.
Answered in one of previous queries in this

document

Please confirm number of batches, attendee counts/roles, mode
(on-prem/VC recorded), lab environment availability, and accopta'lco

criteria for knowledge transfer sign-off, Answered in one of previous queries in this

document

46S




y o confirm storage responsibility and formats for 7-year archive
' ORM, compression), and whether existing SIEM will handle
g-term retention to optimize TCO. Share supported syslog/CEF/LEEF

lon .
d onboarding process.

(ormats an

document

[ —

s there any integration required for automating repetitive tasks across
the APl lifecycle, to include Al-powered APl design and management

document

Should the proposed solution have capability to generate APl test

cases? document
1

Should the proposed solution, have tools for design, testing, publishing,

and analytics of APIs document

R:asons For Deviation [

We would like to request NIA to accept PO as a supporting document for this clause and

hence modify this clause as below:

Copy of client Purchase order or Letter/email of satisfactory installation and

performance, on the clients official letterhead in favour of the bidder duly signed and

stamped by the authorized representative of the client.

We request NIA to make below changes:

The bidder should submit at-least 3 customer satisfactory performance and support

letters/email of customer from banks/financial institutions/organizations in India (other

than NIA)

Answered in one of pre

Answered in one of previous queriesint

We request you to accept reference email as supporting document. Hence kindly

modify the clause as below:

Reference letter/Client email

Standard APl Management focuses on lifecycle, security, and exposure of APls. The
inclusion of “various middleware models" for centralized integration suggests a drift
toward ESB architecture. We suggest refining the scope to focus on APl Lifecycle and
Gateway security rather than deep-tier middleware orchestration.

Answered in one of previous queries in this

Answered in one of previous queries in this

vious queries in this

his

NIACL Response

Please check addendum

Please check addendum

Please check addendum

Answered in one of previous queries
in this document



——

nsuring seamlcss fut

: ure cloud
[;meet the requirements of local Pll processing while e

. P
migration, can a Hybrid Saa$ architecture be considered?

In this model:

: ' ithin AWS India
1. Control Plane: Managed by the OEM as a service (Saa$), hosted within AWS

Regions (Mumbai/Hyderabad) for centralized governance.

2. Data Planes: Entirely self-managed and installed on-premise within NIA’s private '
cloud/virtualized environment to ensure all transactional and Pll data stays within NIA'S

network.

3. Metadata only: Only configuration and metadata are exchanged between planes,
ensuring compliance with local data residency requirements.

[

We would like to know what are the encryption / decryption requirements of NIA?

We would like to know what is the current SIEM solution of NIA.

Please clarify the definition of the "1500 APIs" referenced for migration. Soccifically,
does this count represent:

Total individual API endpoints (i.e., unique combinations of URL paths and HTTP
methods such as GET /user, POST /user, PUT Juser)?

Distinct APl services/applications (where each service may contain multiple related
endpoints)? '

To estimate the effort for migration, please clarify the underiying technology stack of
current integrations. Are they built using Java, .NET, or a specific middleware/ESB tool?
Additionally, please provide a breakdown of the 1,500 APIs by technology/platform.

What is the approximate percentage breakdown of protocols in use (c.g., REST,
EOAP/XML,) ?

e

To estimate the effort for migration, please clarify the underlying technology stack of
current integrations. Are they built using Java, .NET, or a specific middleware/ESB tool?
Additionally, please provide a breakdown of the 1,500 APIs by technology/platform.

| {What is the existing WAF solution used at NIA ?

—

Answered in one of previous queries

in this document

These details shail be shared with

the successful vendor

These detaiis shall be shared with
the successful vendor

These details shall te shared with
the successful vendor

These details shall be shareg with
the successful vendor

These details shall be shared with
the successful vendor

These details shall be shared with
the successful vendaor

These details shall be shared with

the successful vendor



many developer portals will be required by NIA ? Will there be requirement for

Hperat‘e internal and exteral Developer portal ?
s€

The RFP defines complexity based on ESB/Middleware functions like ISO8583 over TCP
3nd heavy orchestration. As this is primarily an APl Management Solution RFP, pleasc
clarify if NIA intends for the solution to act as a full-scale Enterprise Service Bus (ESB).
we recommend removing requirements for legacy protocol orchestration

(TCP/1S08583) to align with modern API Management platform.

Kindly confirm if there will 3 Prod enviornments (DC, DR, NDR) and 4 Non-Prod
environments ( SIT, UAT, DEV) ?

ls the DR and NDR site expected to be Active-Active (load shared with DC) or

Active-Passive (Hot/Warm standby)?

Does the count of 1500 refer to APl endpoints or distinct API services?

S

What is the expected Average Annualized TPS or total projected API requests per year?

For API Management platform licensing perspective ?

d a5 a Sustained Load (average over d period) or @

\Vls the 1000 TPS requirement define
since this is an insurance platform, what are the

Peak Instantaneous Load? Additionally,

expected peak transaction hours (e.g., 8:00 AM —5:00 PM)?

For the maximum payload size of 25MB, what would be the expected frequency/ TPS of

these large requests?

usiness logic is typically an application or middleware
ly manage, secure, and
o build

Developing endpoints based on b
layer responsibility. An API Management solution should primari
expose existing endpoints. We request NIA to clarify if the vendor is expected t

the underlying business logic or manage the AP layer only

-

-

-

Answered in one of previous queries

in this document

Answered inonc of previous gueries

in this document

Answered in one of previous queries

in this document
Answered in one of previous gueries
in this document

Answered in one of previous queries

in this document

Answered in one of previous queries

in this document

Answered in one of previous queries
in this document

Answered in one of previous queries

in this document

Answered in one of previous queries

in this document

To avoid "vendor lock-in" and handle unigue business logic without ESB-style bloat, is
the solution extensible via a plugin architecture? We recommend a platform that

supports both out-of-the-box policies and custom plugins

Answered in one of previous queries
in this document

Suggestion: Manual "Change Requests” for configuration are often slow and
error-prone.The APl Managment solution should support declarative configuration
(YAML/JSON) for GitOps-style workflows? As this allows for automated,
version-controlled deployments via cli tools / platform APIs , eliminating manual
overhead and increasing reliability.

Answered in one of previous queries
in this document




-

We would like to request for a change in payment terms:

a)license cost - License cost to be paid on installation of licenses

b) Infra cost - To be paid on delivery of hardware & software

¢) Implementation cost - To be paid in phases such as BRD sign off, UAT delivery, UAT
Sign off, Go live

Migration of 1500 API will take lot of efforts & time for execution. We request NIA to
make modification in delivery schedule as requested below.

Implementation & Customization - 3 months
Migration - S months

- o000 ]

The Bidder represents and warrants thal'thc repair and maintenance of
services/products hereby sold do not viclate or infringe upon any patent, copyright,
trade secret or other property right of any other person or other entity. The bidder
agrees that it will and hereby does, indemnify the company from any claim, directly
resulting from or arising out of any breach or claimed breach of this warranty. Subject to
the above and notwithstanding anything to the contrary elsewhere contained herein,

the maximum aggregate liability of bidder for all claims under or in relation to this
Agreement, shall be, regardless of the form of claim(s), shall be limited to 100% of
contract value.

Please adhere to RFP terms

UAT,Golive - 1 months K : Please adhere to RFP terms

Peak TPS and count of APIs are
Can you also share average / peak TPS numbers. Also total number of api volume over shared in RFP. Further details shall
month on month average ' be shared to the successful vendor

Do you have Any upcoming initiatives to use Al for any usecases? i.e. do you expect this Answered in one of previous Guerics
API Gateway to support Al guardrails usecases? ' in this document

The Bidder shall, in no case, be liable for indirect and consequential losses or damagos._J Please adhere to RFP terms



1. The gidder shall indemnify and hold harmless NIA (and its subsidiarics, affiliates,
nts, co-branders or other partners, and employees) from any and all

officers, g€
but not limited to, legal fees and all

damages, liabilities, costs, and expenses (including,
related costs and expenses) incurred by the latter as a result of:
1.1. any breach of any provision of this Agreement;

any violation of applicable law from bidder's perspective ; Of
Property rights of any third party.
onduct, fraud or Wilful misconduct

pearers, employees,

1.2.
1.3. breach or claim for violation of Intellectual
1.4. gross negligence, act or omission or wilful misc
by the Bidder or its representatives, directors, officers, office

agents and affiliates

ned

ployment of resources within a defi

14.11 The LD will be applicable on non-de
d portion and shall bea maximum

timeline. LD will be 0.5% per week of the undelivere

of 5%10% of the quarter order value

Could you elaborate on the tech stack for the existing 1500 APIs and number of Proxies

deployment on the Gateway?

e? We believe you are looking for a5
Pl

inus

Which APl Management Gateway in currently
nly the proxies from the existing A

months implementation window to migrate o
t Platform?

Re: HA and DR - Is this currently configured as Active-Active or Active-Passive? Could

you help us with the e

Please provide us with the complexity split between Small, Medium and Large APls, in

alignment with the complexity definition shared in the docum

V.

ent?

Re: Policies, could you share the list of all standard OOTB Policies along with usage of

any custom policies. And if used, how many?

Is the variance of 20% to 30% increase on number of APls YOY, across a 5 ye

arterm?

claims,

Gateway to the new API Managemen

xpected RTO and RPO?

please adhere O RFP terms

please adhere to RFP terms

These details shall be shared with

the successful vendor

Answered in one of previous queries

in this document

Answered in one of previous queries

in this document

These details shall be shared with

the successful vendor

These details shall be shared with

the successful vendor

This variance is over the count of
APIs to be migrated under this

tender

Is there a defined scope of the APl Management Platform cvaluation for the POC?

POC scope shall be shared at the
time of technical evaluation

Query

NIACL Response



T Anasement olatform or if
Please clarify whether NIA has a preferred OLM/API Management plat!

. . N taple.
equivalent solutions such as MuleSoft, Apigee, WSO?2, ete. are accept

Can you help us define the specification of the systems (internal systems,
external APIs, and partner APIs.) you need to integrate & the volume of those
systems? |

‘[Please confirm the expected depioyment topology and whether sizing approval
wili be jointly finalized post-discovery. '

When you say "Provisioning” does it includes the procurement cost of physical

—_—

hardware or just the architectural design and software deployment that the
vendor has to account for ?

For data residency, transactional/PIl data must be processed iocally within NIA
premises. What data volume estimates (e.g., in T8) and types (e.g.,
structured/unstructured) should be co"nsideré’d for sizing the infrastructure?

lﬁleasc clarify whéther the existing APIs i‘n;!ud'c only RLS'USO/\P or also legacy
Jprotocol_s such as MQ, 1508583, file-based integrations.

: -
Could you please provide us with the existing IAM/IdP systems that NIA uses,

which we should consider for OAuth2/0IDC integration during implementaﬁon_?

Security requirements include OAuth 2.0, OpenlDd Connect, RBAC, TiS 1.3 (with

backward compatibility to 1.2), encryption at rest/transit, OWASP Top 10
protection, rate limiting/throttling for DoS mitigation, API key management, [P
I’whitelisﬁng/black!isﬁng, and detailed logging with SIEM integration. Can you

snecify supported identity providers (1dPs) for integration and any mandatory
I .
icipher suites for TLS?

| I

The vendor has flexibility to design 1,
architecture as long as RFP
requirements are getting fulfilled
without any deviations.

These details shall be shared with the
successful vendor

The vendor has flexibiiity to design the
architecture as long as RFP
requirements are getting fulfilled
witho'ut.any deviatiors.

Answered in one of previcus queries in
this document

Detsils are present in RFP which czn be
used to calculate the volume estimates,
Vendor is expected to utilise its prior
experience for taking industry standarg
assumptions.

These details shall be shared with the

successful vendor

These details shall be shared with the
successful vendor

Answered under various queries in this
response document




- solution must support different encryption, authentication hashing, and

e =" ,
f norization methodologies. Are there preferred standards (e.g., AES 256 for
encryption: SHA-256 for hashing), and how should fine-grained access c-c.> trol
he implemented for APl versions? : ' ntrols

—_—

Logging must include transaction, application, database, change request, and
user modification logs, retained for 18 months (archived for 7 years). How should

logs be formatted for SIEM integration, and what real-time alerting thresholds
are required?

Kindly clarify the intended use cases for APl monetization — internal chargeback,
partner billing, or external monetization.

The RFP requires APl monetization features. What monetization models (e.g.,
pay-per-use, subscription tiers) are prioritized, and are there integration necds
with NIA's billing systems?

Bidder must migrate ~1500 existing APIs (+20-30%). What is the current APl
landscape (e.g., technologies like MuleSoft, Apigee; protocols; backend systems

such as core insurance platforms, databases)?

N

Do comprehensive documentation like (Swagger files or WSDLs) and test

usecases exists for all the current APls

Could you provide the variety of backend systems involved in the migration

Please clarify whether low-code/no-code capability is expected for business

users or limited to technical users/developers.

Could you help us with the exact specification of the existing private cloud

environment that NIA has?

s there an indicative distribution of High, Medium and Simple APIs out of the
1500 APIs for estimation purposes?

Please confirm whether compliance certifications are required at bid stage or
post award.

The vendor has flexibility to design the
architecture as long as RFP
requirements are getting fulfilled
without any deviations. .

The vendor has flexibility to design the
architecture as long as RFP
requirements are getting fulfilled
without any deviations. Further drill
down discussions on formatting and
alerting can be done at the time of

execution

Answered in one of previous queries in

this document

These details shall be shared with the

successful vendor

It depends on project to project. Vendor
shall work with NIA to ensure
comprehensiveness of documentation

wherever necessary

These details shall be shared with the

successful vendor

Expected for all users

These details shall be shared with the

successful vendor

These details shall be shared with the
successful vendor

Please refer to the eligibility criteria in
Annexure 1, and technical evaluation

marksheot



WS for

The bidder must conduct VA half-yearly, PT yearly, and source code rcw'c
changes. Will NIA provide the testing tools/cm./irqnmcnt, or must 1he‘b|dd0r
in'cludo ceftiﬁed third-party auditors in the proposal?

Would the cost of the third-pa‘rty auditors (CERT-IN empancled) is to be borne by
the bidder or NIA ?

Periodic rotation of API keys is required. What rotation frequency (e.g., 90 days)
and automation level (e.g., via cron jobs) is expected?

The solution must prevent data leakage and support secure payload handling.
Are there preferred methods (g.g., tokenizat_ion, r'ield:-level encryption) or
integration with existing NIA DLP (Data Loss Prevention) tools?

Please confirm the duration of hypercare support required mandatorily post
go-live.

| - ]
Is there a prcdeﬁned rate card for_ CR man-days or sbc_)uld bidders propose one?

i B

']Please provide detailed SLA metrics for Sev-1, Sev-2 and Sev-3 incidents.
i

Wouid NIA provide devices to the bidder's developement team? or would we

need to account for additional devices specific ally fior deploymenbt for NIA's
solution/project?

]

b

Answered in one of previous queries in

this document

It should be in line with industry
standard being followed in BFSI domain

The vendor has flexibility to design the
architecture as long as RFP
requirements are getting fulfilled
without any deviations. Further drill
down discussions on integrations with
NIA sysfcms can be done at the time of
execution ‘ o
Please refer to SLA clauses where
response time and resolution time has
been mentioned. NIA is only concerned
with adherence of the same

Please refer to RFP ¢clause

Any other functionality outsige the
scope of this RFP would be Considercd
under change request and the same
would be handled through the C]
process. The costs for Change Requests
shall be arrived at through mutual
agreed terms between NIA and the
successful bidder,

Answered in one of previous queries in
this document

Vendor should have their own {aptops.
NIA will provide desktop subject to
availability,

o/



[ larify the expected frequency of DR drills per year and whether penalti
d 2ther penaltics

2 ¢ ) )
' ly for drill failures.

PP

/

" ™ : 1 .
s the 1000 TPS requirement applicable per environment or cumulative across DC

please confirm whether the cost of 2 onsite resources for 5 years should be
included in the commercial quote or we can also consider a POD model for
online and offline. And if the support is for 24*7, should we assume that there
will be three batches.

What is the commercial treatment for additional licenses required duc to annual
growth?
-
| training

Please clarify the expected batch size and duration for each annua

session.

or support resources over the 5-year contract

Is any price escalation allowed f
le allocated in

period, because appstrail will be required to give hikes to the peop

the project.

Ealesforce is globally certified application, as a certified vendor we will follow the

same and will provide the same certifications

suggested? Does NIA has any

On what basis the implementation timeline is
is there any flexibility

suggested platformin mind? If yes - Please suggest, If no -

and can be it revisited as the original business requirement dicovery sessions are

done?

What is the price esc

alation for the licenses of the platform suggested?

Please confirm the milestone-wise payment breakup between implementation
and ATS/AMC.

Please clarify whether BFSI experience is mandatory or preferred for eligibility or

other industries would also be considered.

Is OFM authorization letter mandatory at bid submission stage as we are the

authorised partner of Salesforce.

s shall be shared with the

These detail
successful vendor
Applicable per environment in NC and
DR
rcial Bid

please refer to Comme

Annexure VI

Answered inone of previous queries In

this document

Answered inone of previous queries in

this document

The prices submitted as part of the

tender remain fixed for the contract

duration. Please refer to RFP terms.

This is not a query.
The vendor has flexibility to design the

architecture as long as RFP
requirements are getting fulfilled
without any deviations. However, the
platform/proposal cannot be changed
once the tender has opened since the
technical evaluation is based upon the

same.

Answered in one of previous queries in

this document

Please adhere to RFP terms

Please refer to cligibility criteria clause

under Annexure 1

Yes it is mandatory as part of Annexure
1



: : i alone or
Please clarify whether the turnover requirement applies to the bidder
bidder plus OEM combined.

Are ISO and CMMI certifications mandatory eligibility criteria or only technical
scoring criteria or there is an exemption for MSML organisations.

Considering that Appstrail is a growing organization and currently in the
advanced stages.of acquiring the required certifications, kindly confirm whether

a relaxation period of at least four (4) months post-award can be orovided for
submission of these certifications.

Please confirm whether the PBG value reduces after implementation or remains
constant for S years.

. . . I —
Whas is the exit and transjtion plan including knowledge transfer and handover

support?

Please clarify ownership of IP for APIs, integration logic and artifacts developed
during the project.

Please confirm the maximum penalty cap as a percentage of total contract value.

Please clarify payment settiement terms in case of termination for convenience
by NIA/Appstrail.

I view of the extonswe technical, commercial, and compliance requirements

outlined. in the RrP request NIA to kindly consider extend,ng the bid submission
timeline by a mmmum of five (5) wecks.

The solution must handle high availability, performance, scala bility, resilience,
and 3rd-party integration. What arce the expected peak transaction volumes (e.g.,
TPS) and latency targets (e. 8., <200ms per APi call)?

24x7 monitoring of the API Management Solution is required. What key metrics
(e.g., APi error rates, CPU utilization) must be monitored, and is integration with
NIA's existing monitoring tools (c.g., Nagios) mandatory?

Applies to the bidder alone

Answered in one of previous gueries in

this document

Documents must be part of tender bid

submission

PBG value and validity is shared in RFP
Please refer to "Contract
Expiry/Termination"” clause in RFP

[P-of APIs, integration logic and artifacts
developed
NIA

during the project shail be of

Details are present in RFP

Please refer to Payment Terms and
Commercial Bid Annexure in ]Fp

Please adhere to RFP timelines

Latency of API cails shail depend upon
project to project. The overnead latency
addeo due to API Gateway should
remain under industry standard
followed by piayers in BFS! domain
comparable to NIA

Answered in one of previous queries in
this document



he RFP mandates local data processing. Would NIA accept a 'Hybrid
~chitecture where the Data Plane (which processes all live API traffic, payloads,
nd PII) resides 100% on-premise in NIA's Data Center, while the Control Plane

) is hosted in 3

Jsed strictly for configuration metadata and aggregated analytics
al Pll

ecure, India-based cloud environment? This model ensures no transaction

~aves the premise while reducing infrastructure management overhead.

o ensure the most efficient architecture, does NIA prefer a solution that
eparates the 'Management Layer' (Control Plane) from the 'Traffic Layer’
Runtime), allowing the Runtime to scale independently on-premise while the

Management Layer is managed as a service?
—

Could you please clarify if this requirement applies to the internal architecture of

the proposed API Management Solution itself (i.e., the platform must be
containerized/K8s-ready), or is the vendor expected to re-architect NIA's existing

backend applications into microservices as part of

the scope?

s requirement refer to the ability to configure standard APl policies

(security, throttling, mediation, transformation) via a User
Interface/Configuration without coding, OR does NIA require a full-fledged
"Visual Drag-and-Drop” Integration/ESB tool to build complex business

applications from scratch?

Does thi

please clarify the scope of "API Containerization." Does this mean the API

Gateway software itself must be capable of running in containers (e.g.,
Docker/Kubernetes), or is the vendor responsible for containerizing NIA's existing

legacy backend applications?

———

Can NIA clarify the nature of the "Business Rules™ to be implemented? Are these
rules strictly related to API Traffic Governance (e.g., routing based on headers,
validation, security checks), or is the vendor expected to build complex Core
Business Logic (e.g., Insurance Underwriting calculations) inside the API layer?

NIACL Response

Answered in one of previous queries in

this document

Answered inone of previous gueriesn

this document

This requirement applies to API

Management solution

This requirement applies to API

Management solution

Answered in one of previous gueries in

this document

Answered in one of previous queries in
this document



. . . naAemer'\t
Regarding "Complex Orchestration": Is the expectation that the APl Manag

: acti ws
processing), or should it primarily orchestrate real-time transactional flo

. e ile
solution itself performs heavy data processing (e.g., ETL, large batch fi

between existing backend systems?

_

Query

How many applications wil! be in scope of integration with ;l’iis API management

solution?

|
|

’ .

|

Can you please share the current architecture landscape and indicate whnether all
the applications in the diagram will be interacting through this API management

solution?

Please indicate whether the On-premise infrastructure can oc implemented as

an extension 1o the Current on-premise infrastructure and managed services run
for NiA. ) -

Please confirm if these complexity tiers also drive effort-based pricing or only

delivery expectation; share samgle distribution of APIs by complexity. .

—_—

Piease list CEM/models and firmware versions of WAF/L3/Proxy to validate

Request inventory of existing AP[s: protocol, auth type, payload size, current
gateway/middleware, SLAs, dependency maps.

compatibility {e.g., F5, Citrix, Fortinet, NGINX).

Piease provide data classification policy and cress vorder data transfer

’lrestricrions for partner APIs,

P~

I!tolerance (e.g., 2x for s minutes).
|

/

— —
’lease clarify concurrency assumptions, mix of sync/async calls, and burst

The expectation is that the AP
Management soluticn shogld
primarily orchestrate real-time |
iransactionai flows between existng

backend systems.

NIACL Response

These detsils shali be shared with the |

successful vendor

These details shall be shared with the

successful vendor

Vendor has te de dedicated -
infrastructure procurement for this
tender

Piease refer to commercial big annexure
and clauses on Change Reguest in the
RFP ‘ '

These details shall be shared with the
successful vendor o

These details shall be shared with the
successful vendor

Please refer to DPDP ang GDPR

guideiines

These details shall be shared with the
successfui vendor. Vendor is expectad o
leverage their prior experience to
propose suitable architocture to NIA

P4



- ide target RPO .
55 provid® 127 /RTO for APl layer and persiste
cbﬁd“'e for DR drills per year.

S

Do you also expect native gRPC and cvent-driven interfaces (AMQP/Kafka) at

Day-1 or Phase-2?

Please clarify monetization model {subscription tiers, usage-based, revenue

share) and whether payment gateway integration is in scopc.

Request list of intended KPIs (e.g., average latency, ¢

time) to scope monitoring & reporting effort.

Confirm requirement for service com
and transaction compensation patterns (saga).
I

List required conversions (XML4>JSON, SOAP¢OREST, CSV, EDI, 1SO8583

mapping) and whether schema registries are in scope.

Confirm passwordless and certificate-based auth acceptance for

machine-to-machine flows.

.
please confirm whether NIA expects 30%

and DR.

R ————

rror rate, policy deployment

-

position (choreography vs orchestration)

headroom beyond 1000 TPS for peak

nce components; share

_—

please confirm preferred CI/CD tools (Azure DevOps
branching strategy; is Git repository access provided by NIA?

/Jenkins/GitLab) and

runtime security controls expected,

Please confirm container registry (Harbor/ACR/ECR), base image standards, and

|

" DC - Near DR (synchronous):
Recovery Point Objective (RPO) = z€ro

data loss

Recovery Time Objective (RTO) < 10

minutes

pC-DR (asynchronous):
Recovery Point Objective (RPO) = 15
minutes

Recovery T

minutes

‘ime Objective (RTO) < 30

"

These details shall be shared with the

successful vendor
Answered in one of previous queries in

this document

To be discussee with successful vendor

These details shall be shared with the

successful vendor

These details shall be shared with the

successful vendor
The implementation shall be in line with
industry standards implemented in BFSI
domain

peak TPS with annual growth
estimations are mentioned in the RFP

document
Answered in one of previous queries in
this document

Answered in one of previous queries in

this document
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Please confirmmaximum payload size exceptions bc‘\’<ﬁ.r‘d‘25'\/|B (e.g., docu

uploads) and whether chunking is required.

Please confirm expected default rate limits for oublic vs partier APls and
whether per-IP or AP key-based policies are preferred.

Please confirm SOAP policy requirements (WS-Security, WS-Policy) and mutua!
TLS expectations. '

Considering that all transactional and Pl data must be processed within NIA
premises, please clarify whether the control plane (for metadata transfer only)
can be hosted outside NIA premises and/or outside India, while ensuring that all
runtime traffic and data processing remain on-premises within NIA’s private

cloud.

Could you please clarify if infrastructure provisioning includes supplying servers,
storage, load balancers, OS, and database licenses, or does it only cover sizing
and configuration while NIA procures the hardware?

Does the scope include migration of'ESB/middlewate logic (orchestration,
mediation, transformations, MQ connectors), oris it limited to the AP gateway
layer (policies, security, routing) only? If an £S8/iPaas tool is currently in use,
please share the tool details and the future plan for retaining or migrating the
£SB integration . '

Is a*NA-defined data destruction process already in place in accordance with the

NIA Data Destruction Policy, or should the bidder/service provider define data

jdestruction procedures?

Given the 5-month timeline, can infrastructure setup, API migration, and testing
be executed in parallel?

Could you please confirm whether the Total Cost of Ownership (TCO) should
include infrastructure costs, software licenses, ATS/AMC for 5 years, support
resources, migration services, and training for both non-production and

!production environments?

®

%hesa details shall be shared with the

successful vendor
These details shall be shared with the

successful venaor

These details shall be shared with tne

successful vendor

NIACL Rés_ponsé

Answered in one of previous gueries in

this document

Answerec in one of previous gueries in
this document

Answered in one of previous queries in
this document

These details shail be shared with the
successful vendor

Yes

Yes - Please refer to Commercial Bid
Annexure in RFP



—_—
—_————
———

—_—

Will NIA allow any price adjustments dy
changes in statutory taxe

————

ring the S-year contract period in case of

s, infrastructure pricing
.\\_E ’

Cani i i

. lm.plementatxon payments be linked to clear milestones (instal
migration completion, UAT signoff, go-live)
post-implementation?

or regulatory compliance costs?

lation,
instead of 100%

Coule you please clarify how the 99.95% uptime will be calculated-—per node,
per environment (DC/DR), or across the entire clustor?

Does the 30-minutg response time and 2-hour resolution time apply to all
priority levels, or only to P1 (critical) incidents?

Ceuld you please confirm if the professionals from the OEM, such as trainers or
sotuticn architects, be invelved without violating the subcontact rule mentioned
in RFP document?

Wiil NIA allow negotiation of certain agreement clauses (liability cap, indemnity,
IP ownership, confidentiality)?

>

Answered in one of previous queries in

this document

Answered in one of previous queries in

this document

Answered in one of previous gueries in
this document

Answered in one of previous gueries in
this document

Yes

Please adhere to RFP terms



